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3apernctpuposaHo B MuHtocte Poccumn 31 masa 2013 r. N 28608

SENEPANBbHAA CITYXBA MO TEXHUWYECKOMY U SKCMOPTHOMY KOHTPOIJTIO

NPUKA3
ot 11 heBpans 2013 r. N 17

OB YTBEPXEHWW TPEEOBAHUI )
O 3ALLMTE MHOOPMALIMM, HE COCTABNSIIOLLENA FOCYAAPCTBEHHYIO TAVHY,
COMEPXALLEECS B FOCYAAPCTBEHHbBIX UHOOPMALIMOHHbBIX CUCTEMAX

Cnncok M3MeHsILWNX JOKYMEHTOB
(B pea. Mpukaza PCTIK Poccunm ot 15.02.2017 N 27)

B cooTtBeTcTBMM C 4YacTbio 5 cTtatbm 16 dPepepanbHoro 3akoHa oT 27 uona 2006 r. N 149-03 "O6
NMHpOPMaLMKM, MHPOPMALMOHHBIX TexHonormsax um o 3awute wuHdopmaummn" (CobpaHue 3akoHoOaTenbCTBa
Poccunckon ®epgepaunn, 2006, N 31, cT. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012,
N 31, ct. 4328) u [lMonoxeHnem o ®deaepanbHonm cnyxbe MO TEXHUYECKOMY WM 3SKCMOPTHOMY KOHTPOSIO,
yTBEPXAEHHbIM Ykasom [lpesugeHta Poccunckon depepaumm ot 16 asrycta 2004 r. N 1085 (CobpaHue
3akoHogartenbcTBa Poccuinckon ®egepaunn, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N
47, cT. 5431; 2012, N 7, cT1. 818), npukasbiBato:

1. YTBepauTb npunaraemble TpeboBaHus O 3awiuTe MHOPMaUUKU, HE COCTaBMSLEN roCyaapCTBEHHYHO
TalHy, coaepXallencs B rocyqapCcTBEHHbIX MHPOPMALMOHHBIX CUCTEMAX.

2. YCTaHOBWTb, YTO yKasaHHble B MyHKTe 1 HacTodwlero npukasa TpeboBaHWs MPUMEHSIOTCA ANS 3awwuThbl
NHOPMaLMM B roCyAapCTBEHHbIX MHPOPMaLMOHHBIX cuctemax ¢ 1 ceHTabpsa 2013 r.

OupexTop

®epepanbHo Cryx0bl MO TEXHNYECKOMY
N 3KCMOPTHOMY KOHTPOSIO

B.CENWH

YTBEPXOEHDI
npukasom ®CTIK Poccuu
oT 11 deBpans 2013 r. N 17

TPEGOBAHMA )
O 3ALLMTE MHOOPMALIUM, HE COCTABNSIIOLLEA FOCYAAPCTBEHHYIO TAWHY,
COMEPXALLEEACS B FOCYAAPCTBEHHbIX UHOOPMALIMOHHBIX CUCTEMAX

Cnmncok N3MeHSsIoLLNX JOKYMEHTOB
(B pea. Mpukasa PCTIK Poccunm ot 15.02.2017 N 27)

|. O6bwue nonoxeHus

1. Hactosiwue TpeboBaHus paspaboTaHbl B cooTBeTCTBUM ¢ PegepanbHbiM 3akoHOM oT 27 mnonga 2006 r. N
149-®3 "O6 wuHpopMauun, UHHOOPMALMOHHBIX TEXHOMOMMsIX W o 3awmuTte wuHdbopmaunn" (CobpaHue
3akoHogartenbcTBa Poccuiickon ®epepaumn, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N
30, ct. 4600; 2012, N 31, cT1. 4328), a Takke C y4€TOM HaUMOHasbHbIX CTaHaapToB Poccuiickon denepaunm B
obnactn 3awuTbl MHoOpMauun 1 B obracTu co3gaHMs aBTOMaTU3UPOBAHHbIX CUCTEM (ganee - HauMoHamnbHble
CTaH4apTbl).

2. B pokymeHTe ycraHaBnusaiwTcA TpeboBaHus Kk obecrneyeHuo 3awutbl UHGOPMALMK OrpaHUYeHHOro
[AoCTyna, He colepXallei cBefleHUsl, COCTaBMALLIME rocyaapCTBEHHYIO TalHy (ganee - MHGoOpMaLWs), OT YTEUKM
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MO TEXHWYECKMM KaHanam, HeCaHKLWMOHMPOBaHHOroO A0CTyNa, cneumanbHbIX BO3AEUCTBUA Ha Takylo MHdopMaLmio
(HocuTenun nHdpopmaumm) B Lensax ee A00bIBaHWUS, YHUUTOXEHNS, UCKaXKeHUs nnm 6nokmposaHns goctyna K Heu
(oanee - 3awuta nHdopmaumm) npu obpaboTke ykazaHHON MHGOPMALUN B rOCYyAAaPCTBEHHbLIX MHAOPMALMOHHBIX
cucTemax.

HacTtosawue TpeboBaHMsa MOryT NPUMEHATBCSA AN 3aWwmuThl 06LLeOCTYNHOM MHpopMaumn, cogepallencs B
rocyapCTBeHHbIX MHAOPMALMOHHBIX CUCTEMAX, AN OOCTWKEHWUs Lenewn, ykasaHHbix B nyHktax 1 u 3 yactm 1
ctatb 16 ®depepanbHoro 3akoHa oT 27 wumona 2006 r. N 149-03 "O6 wHpopmaumun, MHPOPMALMOHHbLIX
TEXHONOrMsAX 1 O 3alumTe nHdopmauun”.

B pnokymeHTe He paccmaTpuBaloTcsl TpeboBaHWsa O 3awwmte MHGOpMaLuMK, CBA3aHHbIe C NPUMEHEHUEM
Kpuntorpacdu4eckux MeTodoB 3almTbl MHOPMaLMn 1 WndpoBanbHbIX (KpunTorpaduyeckmx) CpeacTs 3awmThbl
WMHopMaunn.

3. Hactoswme TpeboBaHusa siBnsTca obs3aTensHbiMU nNpyn ob6paboTke nMHOpMaLMn B rocyaapCTBEHHbIX
WH(POPMALIMOHHBIX cucTeMax, QYHKUMOHUpYOWNX Ha Tepputopun Poccuinckon o&egepaumm, a Takke B
MYHULMNAnNbHbLIX MHMOPMALMOHHBIX CUCTEMax, €CN MHOe He YCTaHOBIEHO 3akoHopaTenbcTBOM Poccuiickon
degepaumm 0 MECTHOM CaMOYMNpaBneHnU.

Hactoswue TpeboBaHns He pacnpoCTPaHAIOTCA Ha roCyAapCTBEHHble WMH(OPMaUUOHHbIE CUCTEMb
AgomuHuctpauumn [MpesungeHta Poccunckon ®epgepaumn, CoeTa besonacHoctn Poccuickon Peaepaumm,
depepanbHoro Cobpanusa Poccunckon deaepaumu, MNMpaesutenscrea Poccuiickon ®enepaumm, KOHCTUTYLMOHHOIO
Cyna Poccuiickon ®epepaunn, BepxosHoro Cyga Poccunckon ®epepaumm n  dPepepanbHon  cnyxbbl
6esonacHocTn Poccuinckon Pegepaumn.

(B pea. MNpukasza PCTIOK Poccum ot 15.02.2017 N 27)

4. Hactosiwme TpeboBaHusa npegHasHayeHbl Ang obnagatenen nHopMaLumm, 3akasdmKkoB, 3aKMOYMBLLMX
rocyapCTBEHHbIV KOHTPAKT Ha cOo3gaHue rocygapCTBEHHOM MHAOPMALMOHHOW CUCTEMBI (danee - 3aKasuuku) u
onepaTopoB rocyAapCTBEHHbIX MHAOPMAaLMOHHBLIX CUCTEM (farnee - onepaTopbl).

Jlnuo, obpabaTbiBatollee MHOPMaLNIO, SBNSIIOLLYIOCS FOCY4apCTBEHHLIM MHPOPMALMOHHBIM PECYPCOM, MO
nopyyeHuo obnagartens wuHgopmaumm (3aka3uvmka) wunu onepatopa M (M) NpefoCTaBrisiollee UM
BblYMCNIUTENbHbIE pecypcCbl (MOLIHOCTK) Ans obpaboTkn MH(OpMauMM Ha OCHOBAHWMM 3aKMOYEHHOro Aorosopa
(banee - ynonHomo4eHHoe NuLO), obecneynBaeT 3aWUTy MHGOPMaLMM B COOTBETCTBMM C 3aKOHOAATENBCTBOM
Poccuiickon ®egepaumm 06 nHgopmauum, MHOPMaLMOHHBLIX TEXHOMOIMMAX U O 3awuTe nHdopmaumn. B gorosope
OomkHa ObITb MpegycMoTpeHa o0si3aHHOCTb YMOMIHOMOYEHHOro nuua obecnedvBaTth 3awWMTy WMHGOpPMaUMK,
ABMSOLLENCA rocyaapCTBEHHbIM MHOPMALMOHHBIM PECYPCOM, B COOTBETCTBMM C HAcToAWwmMMY TpeboBaHuamMu.

5. Mpu obpaboTke B rocyaapCTBEHHON WH(OPMALUOHHON CUCTEME WHOpMaUMK, coaepxallen
nepcoHarnbHble [AaHHble, HacToswme TpeboBaHWSA NPUMEHATCA Hapsagy ¢ TpeboBaHusMM K - 3awmTte
NnepCcoHarnbHbIX AaHHbIX NpU ux 06paboTke B MHPOPMALIMOHHBLIX CUCTEMAX MEPCOHAmNbHbIX AAHHbIX, YTBEPXKOEHHbIX
noctaHosneHnem [lpaButensctBa Poccuickon ®epepaumm ot 1 Hosbps 2012 r. N 1119 (CobpaHue
3akoHogaTtenbcTBa Poccuiickon ®epepauun, 2012, N 45, cT. 6257).

6. Mo peweHno obnagatensa uHdopmauuy (3akasymka) unu onepatopa Hactodwme TpebGoBaHUs MOryT
NPUMEHSTLCA A1 3aLmTbl MHopMaLmm, cogepkaLlencsl B HErocygapcTBEHHbIX MHPOPMALMOHHbBIX CUCTEMAX.

7. 3awmTa uWHQOopMauun, coaepkallencss B rocygapCTBEHHOMW WHMOPMAaUWOHHOW cucTeme (ganee -
MHGOPMaLMOHHas cuctema), obecneynBaeTcsl NyTeM BbINONMHEHUS obnagartenem uHdopmaumm (3akaszymkom) u
(vnn) onepatopom TpeboBaHWMI K OpraHusauuu 3awmTbl MHAOPMaLMKU, coaepxallencs B UHEGOPMaLMOHHOMN
cucteme, 1 TpeboBaHMIn K MepaM 3aLLmTel MHopMaLMK, coepxallencsa B UHHPOPMaLMOHHON cucTeme.

[I. TpeboBaHMs k opraHnsaLun 3aWwmnTbl MHGOPMaL MK,
cogepxallencsa B MUHpopMaLMOHHON cucTeme

8. B uvHdopmauunoHHOM cucteme OOBbEKTaMM 3alimThl SBRSKOTCA MHGOpMauus, cogepXkawascs B
WH(OPMALIMOHHON CUCTEME, TexXHUYeckne cpeactea (B TOM 4MCMe CpeacTBa BblYMCIUTENBHOW TEXHUKM,
MaLUMHHbIE HOCUTENU WMHopMaLMK, CpeacTBa U CUCTEMbI CBA3M W nepefadn AaHHbIX, TEXHUYeCcKne cpenctsa
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06paboTkn BykBEeHHO-LMGPOBOW, rpacryeckon, BUAEO- 1 peveBon nHgopmalmm), obLecucTteMHoe, NpuknagHoe,
crneuumanbHoe nporpammMHoe obecneyeHne, WHAPOPMALMNOHHBIE TEXHOMOrMM, a TakKke CpeacTBa 3aluThl
WHpopmaumn.

9. [Ins obecneyeHuns 3awmTbl MHpOPMaUUN, cogepxallencs B MHPOPMALMOHHOMW CUCTEME, OrnepaTopom
Ha3Ha4yaeTCcsa CTPYKTYpHOe nogpasfdefieHne WnM OOSMKHOCTHOe nuuo (paboTHMK), OTBETCTBEHHbIE 3a 3aluTy
WMHopMaunn.

10. ns npoBeaeHus paboT nNo 3alumTe UHgopMaLmm B Xo4e CO3L4aHusa U aKkcnnyaTauum MHAPOPMaLMOHHON
cuctembl obrnagjarteneMm uHgopmaumm (3aka3dyMkoM) M OMNepaTtopoM B COOTBETCTBMM C 3aKOHOOATENbCTBOM
Poccuiickon  ®degepaumm npu  HEOOXOAMMOCTW NPUBIIEKAOTCA OpraHusauum, uMelLWue §UUEH3NI0 Ha
OEATeNbHOCTb MO TEXHUYECKOW 3aluTe KOHuAeHUManbHOM uHdopmauun B cooTBeTcTBUM ¢ PegepanbHbiM
3akoHOM OT 4 mas 2011 r. N 99-®3 "O nuueH3npoBaHWM OTAENbHbIX BUOOB AedAtenibHocTu" (CobpaHue
3akoHogartenbcTBa Poccuiickon ®egepauuu, 2011, N 19, c1. 2716; N 30, cT1. 4590; N 43, cT. 5971; N 48, cT1. 6728;
2012, N 26, cT. 3446; N 31, cT1.4322; 2013, N 9, cT. 874).

11. [lns obecne4veHus 3awwmTbl MHDOpMaLMK, coaepxalencs B MHGPOPMaLNOHHON cnucTteme, NPUMEHSIOTCS
cpeacTBa 3alWwmTbl MHOPMauMK, npolwealne oLeHKy COOTBETCTBMSA B popMe oBa3aTenbHon ceptudmkaumm Ha
COOTBETCTBME TpeboBaHMsAM No 6Ge3onacHOCTU MHpOpMaLMM B COOTBETCTBMM CO cTaTben 5 PenepanbHOro 3akoHa
oT 27 pgekabpsa 2002 r. N 184-d3 "O TexHunyeckom perynvpoBaHun" (CobpaHne 3akoHogaTensctBa Poccuiickon
depgepaummn, 2002, N 52, ct. 5140; 2007, N 19, c1. 2293; N 49, cT. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT.
3626; N 48, ct. 5711; 2010, N 1, cT. 6; 2011, N 30, cT1. 4603; N 49, ct. 7025; N 50, c1. 7351; 2012, N 31, cT. 4322;
2012, N 50, cT. 6959).

12. 3awmTta uHpopmaumn, cogepxallencs B MHPOPMALMOHHONW CUCTEME, SIBMSIETCS COCTABHOW 4YacTbio
paboT No co3aaHuIo 1 aKcnnyaTauum MHpOPMaLUMOHHON CUCTEMBbI U 0DecneynBaeTCsl Ha BCcex CTaausx (atanax) ee
cOo34aHus, B Xo4e SKcnryatauum 1 BbIBOAA W3 3KCNyaTaumMm nyTemM NPUHATUS OPraHn3aumMOHHbIX U TEXHUYECKMX
Mep 3awWuTbl MHOpMauuW, HampaBfeHHbIX Ha OnokMpoBaHMe (HeWTpanusauui) yrpo3 6GesonacHocTU
nHdopMaumMm B MH(POPMALUOHHOM CUCTEME, B pamMKax CUCTeMbl (NOACUMCTEMbI) 3aWuTbl  MHGOPMAaLMK
NHGOPMALIMOHHONM CMCTEMBI (Janee - cuctema 3awmTbl MHopMauum NHAOPMaLMOHHON CUCTEMBI).

(B pea. MNpukasza PCTOK Poccum ot 15.02.2017 N 27)

OpraH13aunoHHbIe 1 TeXHUYEeCKMe Mepbl 3aliMTbl MHOPMaLMK, peanusyemMble B paMKax CUCTEMbI 3alUThbI
NMHpopmaunm MHPOPMaALIMOHHON CUCTEMBI, B 3aBUCMMOCTU OT MHOpMaLmu, coaepxalienca B MHPoOpMaLnoHHOM
cucTeme, Lernen cosgaHns UHPOPMaUMOHHOW CMCTEMBI N 3adad, pellaeMblX 3TOW MHAOPMAaLMOHHOW CUCTEMON,
OOMXKHbI BbITb HaMpaBMeHbl Ha UCKMOYEHne:

HenpaBOMEPHbIX [OCTyna, KOMUPOBaHWS, NPedoCTaBeHVUs WM pacnpocTpaHeHuss  UHdopMaumm
(obecneyeHne KoHPUAEHLMANBHOCTU NHAOPMALMN);

HEnpaBOMEPHbIX YHUYTOXEHUS WM MoauduumMpoBaHus uHpopmauun (obecnevyeHne LEnoCTHOCTU
nHdpopmaumm);

HenpaBoMepHoro 6rokupoBaHust HcpopMaumm (obecneyeHre JOCTYNHOCTU UHOpMaLIUK).

13. Ons obecneyeHns 3awwmTbl UHOpMaUMK, codepxallenics B MHHOOPMaLMOHHON cUCTEME, NPOBOASTCS
cneayroLne MeponpuaTus:

dopmupoBaHue TpeboBaHui K 3aLmMTe HopMaumm, cogepxallenca B UHHPOPMaLUMOHHON CUCTEME;
pa3paboTka cucTeMbl 3aLMTbl MHGOPMaLUM NHOPMALMOHHOW CUCTEMDI;
BHeJpeHWe CUCTEMbI 3aLUUTbl MHAOPMaLUN MHPOPMALIMOHHOW CUCTEMBI;

aTTecTaumsa MHpOPMAaLMOHHON CMUCTEMbl MO TpeboBaHWAM 3awuTbl MHdOpMauMu (ganee - aTrecTauus
NMH(OOPMALIMOHHOW CUCTEMBI) U BBOA €€ B AENCTBIE;

obecneyeHne 3aWwmTbl MHpOPMAaLIUM B XOA4€E 3KCMNnyaTauumn aTtTeCTOBaHHOW MHAOPMALMOHHOW CUCTEMBI;
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obecneyeHve 3awmTbl MHPOPMAUMM MPU BbIBOAE W3 3KCNyaTauMuM aTtTeCcTOBaHHOW WHEOPMAaLMOHHOW
CUCTEMbI UMK Nocne NPUHATUS peLleHnst 06 okoHYaHuM 06paboTku nHopmaumn.

dopmumpoBaHue TpeboBaHWi K 3aLLmTe MHopMaLMn, coagepallenca
B MHCPOPMAaLIMOHHOWN cUCTEME

14. ®opmupoBaHue TpeboBaHW K 3awmTe MHbOpMaumu, cogepxaliencd B MHOPMALMOHHOW CUCTEME,
ocyuwiecTtBnseTcd obnagatenem MHgopMauum (3aka3vymKkom).

dopMupoBaHne TpeboBaHWMA K 3awmTe MHdOpMauuKn, copepxallencsa B MHGOPMAaLUOHHOW CUcTeme,
ocyuwectensietcs ¢ ydetom FOCT P 51583 "Bawmra mnHdopmaumun. MNopsagok cosgaHus aBTOMaTU3UPOBAHHBLIX
cucTeM B 3awuwieHHoMm ucnonHeHnn. Obwme nonoxenus" (ganee - FOCT P 51583) n TOCT P 51624 "3awwmTta
nHpopmaunm. ABTOMaTM3MPOBaHHbIE CUCTEMBI B 3alUuLLieHHOM ncnonHeHmn. Obwme TpebosaHus" (ganee - FOCT
P 51624) n B TOM 4ncne BKNo4vaeT:

NPUHATNE peLleHnA O HeobXxoaMMOCTM 3aLUUThI VIH(*)OpMaLI,VIVI, COﬂGp)KaLLJ,EVICFI B VIHCbOpM&LI,VIOHHOVI cucremMe;

Knaccudukaumio  UHMOPMALMOHHOW CUCTEMbl MO TpebosBaHWaM  3awmMTbl  MHOpMauuun (ganee -
knaccndukaumsa MHPOPMaLMOHHON CUCTEMBI);

onpeneneHve yrpo3 6esonacHocTn MHopMaLUW, peanusaumsi KOTOPbIX MOXET MPUMBECTM K HapyLleHWo
6e3onacHocT WHopMauMM B MHEPOPMALIMOHHON cucTemMe, M pa3paboTky Ha WX OCHOBE MOAENU Yrpos
6e3onacHoCTy MHopmauny;

onpegeneHune TpeboBaHMi K cucteme 3awmnTbl UHopMaLM MHPOPMaLIMOHHON CUCTEMDI.

14.1. Tlpn nNPUHATMM pelieHnss O HeobxooMMOCTM  3awmTbl  WHoOpMauuM, coaepxalwencs B
WMH(POPMALIMOHHON CUCTEME, OCYLLECTBNAETCA:

aHanu3 uenen cosgaHus WHPOPMAUMOHHOW CUCTEMbl W 3adad, pelaemMbiX 3TON WHEMOPMALMOHHOMN
cuUcTemMom;

onpeaeneHve MHGopmauun, noanexatliei o6paboTke B MUH(DOPMALIMOHHON CUCTEME;

aHann3 HopMaTMBHbIX NPABOBLIX aKTOB, METOAMYECKMX AOKYMEHTOB U HaLMOHArbHbIX CTaHA4APTOB, KOTOPbIM
OOImKHa COOTBETCTBOBaTbL MH(pOPMaLMOHHas CUCTEMA;

NPUHATME peLleHnss O HeoBXOAMMOCTW CO34aHWs CcucTembl 3awuTbl MHOPMauuM WHHOOPMAaLVOHHON
CUCTEMBI, a TaKkKe ornpefeneHve uenen n 3agad 3awmTbl MHPopMaLMn B UHPOPMAaLMOHHOW CUCTEME, OCHOBHbIX
3TanoB CO3[4aHWs CUCTEMbl 3aliMTbl MHAOPMaLMU MHMOPMALMOHHOW cucTeMbl U YHKUMIA no obecneyeHuto
3awmTbl MHpopmMauun, copepxalwencd B MHOpPMaLMOHHON cucTeme, obnagartens mHdgopmauun (3akasynka),
onepartopa 1 YrnorTHOMOYEHHbIX MWL,

14.2. Knaccudukauma WMHPOPMALMOHHON CUCTEMbI NPOBOAUTCA B  3@BUCUMOCTM OT  3HAYMMOCTU
obpabatbiBaemow B Hell UHopmaumm n macwrtaba nHopMauMoHHON cuctemsl (begepanbHbIi, PermoHarnbHbIN,
0OBEKTOBbIN).

YcTaHasnuBaloTcA Tpu Knacca 3alMLEeHHOCTU WHAOPMAUMOHHOW CUCTEMBLI, onpefensiowmne ypoBHU
3alUMLLEHHOCTN codepxallencs B Hel uHdopmauun. Cambli HU3KMIM KNacc - TPeTUI, CaMblii BbICOKUIA - NEPBbLIN.
Knacc sawmuweHHOCTM MHMOPMaLMOHHON CUCTEMbI onpedendeTcsa B COOTBETCTBUM C npunoxeHunem N 1 K
HacToawmM TpeboBaHuaM.

(8 pea. MNpukaza PCTIK Poccun ot 15.02.2017 N 27)

Knacc sawuieHHoCcTy onpegensieTcsa Ans nHopMauMoHHOW CUCTEMbI B LLefIOM 1, Npyu HeobxoanMocTH, Ans
ee oTAenbHbIX CErMEHTOB (COCTaBHbIX YacTen). TpeboBaHue K Kraccy 3alUWEeHHOCTM BKIOYAEeTCs B TEXHUYECKoe
3ajaHune Ha cosgaHne MHPOPMaLMOHHON CUCTEMBI U (MNN) TEXHUYECKoe 3aAaHne (YacTHOe TeXHUYeCcKoe 3adaHue)
Ha co3gaHue cucTembl 3almTbl MHOpMaUMM MHOPMALMOHHOW cUCTeMbl, pa3pabaTeiBaemble ¢ yyetom FOCT
34.602 "VIHbopMaLmoHHasa TexHonorus. Komnnekc ctaHgapToB Ha aBTOMaTU3NPOBAaHHbBIE CUCTEMBI. TexHUYeckoe
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3ajaHve Ha co3faHune aBToMaTusmpoBaHHou cuctembl” (ganee - TOCT 34.602), TOCT P 51583 u FOCT P 51624.

Knacc 3awuuweHHOCTM MHMOPMALUOHHOM CUCTEMbI MOAMNEXUT NepecMoTpy Npu M3MeHeHun macliTaba
MHOPMAaLIMOHHONM CUCTEMBI UM 3HAYMMOCTU obpabaTbiBaemMon B HEM MHCpOPMALINN.

PeaynbTtatbl kKnaccmdukaumm MHOOPMaLMOHHOM CUCTEMbI OPOPMASIOTCS akTOM Kraccudumkaumm.

14.3. Yrposbl 6e30onacHOCTM MWHQOpPMaUUM oONpeaendalTcsa Mo pes3ynbTaTtaM OLEHKU BO3MOXHOCTEWN
(moTeHumana) BHELWHUX W BHYTPEHHUX HapyluUTernen, aHanmusa BO3MOXHbIX YS3BUMOCTEN WHEOPMALMOHHOMN
CUCTEMBI, BO3MOXHbIX CNOCOO0B peanu3aunn yrpo3 6e3onacHOCTM MHopMauumn 1 NocneacTBUMin OT HapyLUEHUS
cBowncTB 6e3onacHocTy nHdopmaumm (KoHpMAEHUNANbHOCTU, LENOCTHOCTU, AOCTYMHOCTH).

(B pea. MNpukasa PCTIK Poccunm ot 15.02.2017 N 27)

B kayecTBe MCXOOHBIX AaHHbIX ANS onpedeneHus yrpo3 6e3omacHOCTU MHAOpPMaLMn Ucnonb3yeTcs 6aHk
OaHHbIX yrpo3 6esonacHocTn nHdopmauun (bdu.fstec.ru), BegeHue kotoporo ocyulectensercs PCTIK Poccuu B
COOTBETCTBMM € nognyHkTom 21 nyHkTta 8 MNonoxeHnsa o ®egepanbHoOn cnyxbe no TEXHNYECKOMY M SKCMOPTHOMY
KOHTpOSO, yTBepxaeHHoro Ykasom [lpesngeHta Poccunckon Pepepauum ot 16 asrycta 2004 r. N 1085
(CobpaHnue 3akoHogaTtenbcTBa Poccuiickon ®epepaummn, 2004, N 34, cT. 3541; 2006, N 49, ct. 5192; 2008, N 43,
cT. 4921; N 47, c1. 5431; 2012, N 7, cT1. 818; 2013, N 26, cT. 3314; N 53, c1. 7137; 2014, N 36, cT. 4833; N 44, cT.
6041; 2015, N 4, cT. 641; 2016, N 1, cT. 211) (nanee - 6aHK AaHHbIX yrpo3 Ge3onacHocTu UHpopmaunn PCTIK
Poccun), a Takke WHble WCTOYHMKKW, cogepXalwue cBedeHuss 0O yA3BUMOCTSX WM yrpo3ax 6esonacHocTu
MHopMaumn.

(ab3au BeegeH Mpukazom PCTOK Poccum ot 15.02.2017 N 27)

Mpy onpepeneHun yrpo3 6Ge3onacHOCTU WHOPMALMKM  YYUTBIBAOTCH  CTPYKTYPHO-(DYHKUMOHATbHbIE
XapaKTePUCTUKN MHDOPMALIMOHHOW CUCTEMbI, BKMOYaloWwmne CTPYKTYpPY M COCTaB MHM(OPMALMOHHON CUCTEMBI,
usnueckne, rnoruyeckne, YHKUMOHAmNbHbIE W TEXHONOMMYEckMe B3aMMOCBSA3M MeXdy CerMeHTamu
MHbOopMaLIMOHHOM CUCTEMbI, c WHBIMU MHbOPMaLMOHHbIMU cuctemammu n
MHPOPMaLIMOHHO-TENEKOMMYHUKALUMOHHBIMI  CETSIMU, PeXumbl 06paboTkn MHOopMauuM B WUHOPMaLMOHHON
cucteMe U B ee OTAesNlbHbIX CerMeHTax, a TakKe WHble XapaKTePUCTUMKM WHDOPMALMOHHON CUCTEMBI,
npyMeHsieMble MHPOPMALMOHHBbIE TEXHONMOMMM U 0COBEHHOCTU ee (hYHKLMOHUPOBAHWSI.

Mo pesynbTaTam onpepeneHns yrpo3 6e3onacHocTU MHopMaumMn Npu HeobxoaAMMOCTM paspabaTbiBaoTcs
pekoMeHOaunM Mo KOPPEKTUPOBKE CTPYKTYPHO-(PYHKLMOHAMBHBIX XapakTepUCTUK WHGOPMAaLMOHHOW CUCTEMBI,
HanpaBreHHble Ha GrokMpoBaHue (HeWTpanuaauuio) oTaeNbHbIX Yrpo3 6e3onacHoOCT HGopMaLnn.

Mogenb yrpo3 6e3onacHoCcTV MHopMaLuun AOMmKHa cogepXkaTb onvcaHne MHPOPMaLNOHHON CUCTEMbI U ee
CTPYKTYPHO-(DYHKLUMOHAmNbHbBIX  XapaKTepucTvK, a Takke onucaHume yrpo3 6GesonacHoCTM  MHOpMauuK,
BKINIOYaKLLEee OnucaHne BO3MOXHOCTEN HapywuTenen (Mogenb HapywuTens), BO3MOXHbIX YS3BMMOCTEWN
WH(OPMALMOHHON CcUCTEMbI, CnNocoboB peanu3auum yrpo3 6Ge3onacHOCTM MHOpMaUUM M MNOCNeACTBMIA OT
HapyLleHns cBOMCTB Be3onacHOCT MHOpMaLun.

Ons onpegeneHvs yrpo3 6e3onacHocTn uWHgopmMauum un paspaboTkm mogenu yrpo3d 6GesonacHocTu
NMHGOPMaLMM NPUMEHSIIOTCS METOAMYECKME OOKYMEHTbl, paspaboTaHHble n yTBepxaeHHble ®CTIK Poccun B
COOTBETCTBMU C MOAMNYyHKTOM 4 nyHkTa 8 MonoxeHust o PefgepanbHon cnyxbe no TEXHUYECKOMY M 3KCMOPTHOMY
KOHTpoOMio, yTBepxaeHHoro Ykasom [lpesmgeHta Poccuiickon ®epepauum ot 16 asrycta 2004 r. N 1085
(CobpaHue 3akoHogatenscTBa Poccunckon depepaumm, 2004, N 34, c1. 3541; 2006, N 49, c1. 5192; 2008, N 43,
cT. 4921; N 47, cT. 5431; 2012, N 7, cT1. 818).

14.4. TpeboBaHuss K cucTeme 3awuUTbl MHGOPMaLUN WHEOOPMALMOHHOW CUCTEMbI OnpeaensoTca B
3aBMCUMOCTU OT Kracca 3alWueHHOCTM WHMOPMAaLMOHHON cucTembl M yrpo3 6esonacHocTu wHdopmaumu,
BKIMIOYEHHBIX B MOAeNb yrpo3 6e30nacHoCTM nHdopmMauum.

TpeboBaHus Kk cucteme 3awmTbl UHMOPMALMM MHPOPMALMOHHON CUCTEMbI BKIOYAKOTCS B TEXHUYECKOe
3agaHve Ha cosgaHue MHAOPMAaLMOHHOW CUCTEMBI U (UNN) TEXHUYECKOE 3adaHune (4YaCcTHOEe TEXHUYECKOe 3adaHune)
Ha co3gaHue cucTembl 3awmTbl MHpopmMaunyn MHGOPMaLMOHHON cucTeMbl, pa3pabaTeiBaemble ¢ yyetom FOCT
34.602, TOCT P 51583 nrOCT P 51624, n gomkHbl B TOM YUCre coaepXaTb:
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uenb 1 3agayum obecneyeHns 3awnTbl HOPMaLUM B MHOOPMALMOHHON CUCTEME;
Knacc 3aLuLLEeHHOCTM MHAOPMALMOHHOW CUCTEMBI;

nepevyeHb HOPMATUBHbLIX MNPaBOBblIX aKTOB, METOANYECKMX [OOKYMEeHTOB W HauuMOHallbHbIX CTaHOAapToOB,
KOTOPbIM OOJ1’)KHa COOTBETCTBOBATb I/IHd.)OpMaLLI/IOHHaH cucremMa;

nepeyeHb 06bLEKTOB 3aLUTbI UHPOPMALIMOHHON CUCTEMDI;
TpeboBaHWsI K MepaM 1 CPeACTBaM 3aLmUTbl MHOPMaLMKN, MPUMEHSIEMbIM B MUHPOPMALIMOHHON CUCTEME;

ctagum (sTanbl paboT) co3gaHns CUCTEMbI 3aLUTbl MHPOPMALMOHHOW CUCTEMBI;
(ab3ay BeegeH lMpukaszom PCTIOK Poccum o1 15.02.2017 N 27)

TpeboBaHMA K NOCTaBMsAEeMbIM TEXHUYECKMM CpeacTBam, MporpaMmmMHOMY obecrnedeHnto, cpeacTBam 3allunThl
WMHopMaumm;
(ab3ay BeegeH lNMpukaszom PCTIOK Poccum o1 15.02.2017 N 27)

PYHKLMKN 3aKa3ynka n onepartopa no obecnevyeHnto 3aLnTbl MHPOpMaLMn B MH(POPMaLMOHHOW CUCTEME;
(ab3ay BBegeH lMpukaszom PCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMA K 3aliMTe CpeacTtB M cuctem, obecneumBarowmx OYHKUMOHMPOBaAHWE WHGOPMALMOHHOWM
cuctembl (obecneumBatoLLert MHAPPACTPYKTYpE);
(a63au BeegeH Mpukazom PCTOK Pocecum ot 15.02.2017 N 27)

TpeboBaHus K 3awwmTe nHdopmaumm npn MHHOPMaLNOHHOM B3aMMOLENCTBUN C MHBIMW NHEOPMALIMOHHBIMM
cucteMamum 1M MHPOPMAaLMOHHO-TENEKOMMYHNKALUMOHHBIMKU  CeTAMU, B TOM u4ucrne C  MHEOPMauMOHHBIMK
cMCTeMamMu YMOMHOMOYEHHOrO fuua, a Takke Npyu NPUMMEHEHWW BblYUCIUTENbHbIX PEeCcypcoB (MOLLHOCTEWN),
NpeaocTaBnseMbIX YNOHOMOYEHHBIM NMLOM Ans 06paboTkn nHgopmaumu.

Mpu onpepenexnnn TpeboBaHWi k cucTemMe 3almTbl MHOPMaLMN MHPOPMALMOHHOW CUCTEMBI YYUTLIBAKOTCSA
NonoXeHnst NonNMTUK obecneyeHnss nHpopmMaLMoHHON Ge3onacHocTu obnapgartens mHopmauum (3akasuuka), a
TaKke NonuTuk obecneveHns nHopMaLMoHHON 6e3onacHOCTK onepaTopa U YyNofHOMOYEHHOrO Nuua B YacTu, He
npoTUBOpeYaLLen nonuTukam obnagarens nHdpopmaumm (3akas4vumka).

(B pea. MNpukaza PCTIK Poccun ot 15.02.2017 N 27)

Pa3paboTka cucTembl 3aLmUTbl MHOPMaLUM NHDOPMALIMOHHOM CUCTEMBI

15. Pa3spaboTka cuctembl 3awutbl MHOPMaLMK MHOPMALMOHHON CUCTEMbI OpraHm3dyetca obnagarenem
NHGOPMaLMM (3aKa34MKOM).

PaspaboTka cuctembl 3awwmTbl MHGPOPMaL MM MHPOPMALIMOHHOM CUCTEMbI OCYLLIECTBNSIETCA B COOTBETCTBUM
C TeXHUYECKUM 3aflaHMeM Ha cosfaHne MHMOPMALUNOHHOW CUCTEMbI U (UNKU) TEXHUYECKUM 3afaHneM (YacTHbIM
TEXHUYECKNUM 3aJaHWeM) Ha cosfaHue CUCTeMbl 3amTbl UHopMaunm MHAPOPMALUOHHOW CUCTEMbI C Y4EeTOM
FOCT 34.601 "WHdopmaumoHHasa TexHonornsd. Komnnekc cTaHOapTOB Ha aBTOMaTU3MPOBaHHbIE CUCTEMBI.
ABTOMaTuM3npoBaHHbIe cuctemMbl. CTaguun co3ganHus” (ganee - FOCT 34.601), TOCT P 51583 n TOCT P 51624 n B
TOM YUCIIEe BKMOYaeT:

NPOEKTUpPOBaAHNE CUCTEMbI 3aLLNThI MH(bOpMaLI,I/II/I I/IH(*)OpMQLI,VIOHHOVI CUCTEMbl;

pa3paboTky aKkcnnyaTauMOHHOMW [OKYMEHTauum Ha CuUCcTemy 3alimTbl MHdOpMauunm MHPOPMAaLMOHHON
CUCTEMBI;

MakeTUpOBaHME W TECTUPOBaHUE CUCTEMbl 3aliMTbl MHMOPMauuM WHGPOPMALMOHHON CcUCTEMbI (npu
HeobxooMmMocTH).

Cuctema 3awuTbl MHGOpMaUMM UHGOPMALMOHHOM CUCTEMbI HE [OJDKHA MPEenATCTBOBATb AOCTUXKEHUHO
uenen cosgaHusa MHPOPMaLMOHHON CUCTEMBI U ee (PYHKLIMOHUPOBAHUIO.
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Mpu paspaboTke cuctembl 3awmTbl MHPOPMaUMUM UHPOPMALMOHHOW CUCTEMbI Y4UTbIBAeTCs ee
NMHOpMaLMOHHOE B3aMMOJeNCcTBme c WUHBLIMN WMHOPMAaLIMOHHBIMU cuctemamu "
WH(POPMALIMOHHO-TENEKOMMYHUKALIMOHHBIMK ~ CETSIMW, B TOM 4uCfle C  MHAOPMALUOHHBIMW  CUCTEMaMu
YMOMHOMOYEHHOr0 nula, a Takke MPUMEHEHUEe BblYUCIIUTENbHbBIX PECYpPcoB (MOLLHOCTEW), npeaocTaBnseMblX
YMOJSTHOMOYEHHbIM NNLIOM Anst 06paboTkm MHpopmauun.

15.1. NMpn NpOEKTMPOBaHMM CUCTEMBI 3aLLNTbI MHOOPMaL MM MHGOPMAaLMOHHON CUCTEMBI;

onpeensaTca TUMNbl Cy6bEeKTOB A0CTYNa (NoNb3oBaTenNu, NPoLecChl U UHble CybbekTbl A0CTyNa) u 00BHLEKTOB
Aoctyna, ABnsOWMXCH obbekTamu 3awmTbl (YyCTpoMcTBa, O6BEKTbl (havfoBOW CUCTEMBIl, 3amnyckaemble U
UCMONHSAeMble MOAYNU, OObEKTbI CUCTEMbI yNpaBrneHus 6a3ammn AaHHbIX, 0ObEKTbl, co3AaBaemble MPUKNagHbIM
nporpaMmmHbIiM obecneyeHmem, nHble 00BbEKTBI AOCTYNA);

onpeaensalTca MeToAbl ynpasrneHns OCTYNOM (AUCKPELIMOHHbIN, MaHAATHbBIW, PONIEBOM UMW UHblE MeTOoAbl),
TUMNbl JocTyna (4TeHue, 3anucb, BbINOMHEHWE WM WHblE TUMbl JOCTYNa) W nNpasBuna pasrpaHuyYeHns gocTyna
cybbekToB gocTyna K obbektam goctyna (Ha OCHOBE CMUCKOB, METOK 6e30nacHOCTW, porieln M WHbIX npasun),
noanexawume peanusaunv B UHHOPMaLMOHHOW CUCTEME;

BbIOMpalOTCAa Mepbl 3awuTbl MHOpMaLMK, nognexaliue peanusauum B CUCTEME 3aluTbl MHOpMaLun
MHOPMaLIMOHHON CUCTEMBI;

onpegensaTca BUAbI U TUMNblI CPEACTB 3alUMThl MHpopMaumn, obecneunBatoime peannsaumo TEXHUHECKNX
Mep 3alUmTbl MHopmMmauuu;

onpegensieTcsi CTPyKTypa CUCTEMbl 3alnTbl MHpopMauun MHAOPMAaLMOHHOW CUCTEMbI, BKIMHOYas COCTaB
(kornM4ecTBO) M MECTa pPa3MELLEHUS] €€ STIEMEHTOB;

ocyuiecTBnseTcs BblbOp CpeAacTB  3awutbl  MHGOPMaUMK, CepTUULMPOBAHHBIX Ha COOTBETCTBUE
TpeboBaHuaMm no 6e3onacHOCTU MHGOPMALUKU, C Y4ETOM MX CTOMMOCTM, COBMECTUMOCTU C UH(OPMALMOHHLIMMW
TEXHOMOrMAMM U TEXHUYECKMMU cpeacTBamu, QyHKUun 6Ge3onacHOCTM 3TUX CPeacTB U OCOBGEHHOCTEN KX
peanu3auuu, a Takke Kracca 3alMLeHHOCTN MHPOPMaLNOHHOW CUCTEMBI;

onpegenstoTcs TpeboBaHWsA kK NapaMeTpaM HacTPOWKM NporpaMMHOro obecneyeHust, BKMoYasi nporpaMmMHoe
obecnevyeHne cpeacTs 3awWwnTbl MHOpMauun, obecneynBarLLMe peanusaunio Mep 3awnTbl MHOPMaLuK, a Takke
yCTpaHeHWe BO3MOXHbIX YS3BUMOCTEN WH(OPMALMOHHONW CUCTEMbI, MPUBOASILUMX K BO3HWMKHOBEHMIO Yrpo3
6e3onacHocTy MHopmauny;
(8 pea. Npukasza PCTIK Poccunm ot 15.02.2017 N 27)

onpenensalTca Mepbl 3aliMTbl  MHGOPMaUMM NpU  UHGPOPMALUMOHHOM B3aUMOAENCTBUM C  WHBIMM
MHPOPMALIMOHHBIMW  CUCTEMaMU U MHAOPMALMOHHO-TENEKOMMYHUKALMOHHBIMA  CeTSIMU, B TOM u4uUcre ¢
MHPOPMALIMOHHBIMI CUCTEMaMM YMOJNTHOMOYEHHOIO N1ua, a Takke Npu NPUMEHEeHUN BblYMCTIUTENbHBIX PEecypcoB
(MoLLHOCTEN), NpeaocTaBnNseMbIX YNONHOMOYEHHbIM NMLOM A5t 06paboTkM MHopMaumu.

PesynbTaTthl NpOEKTUPOBaAHNA CUCTEMBI 3aLLUTbl MHOPMaLMKU MHPOPMALIMOHHOW CUCTEMbI OTpaXalTcs B
MPOEKTHOW [JOKYMEHTauuMnm (3CKM3HOM (TEXHWYECKOM) mnpoekte w (unm) B paboden [OKymMeHTauuwm) Ha
MH(OPMALIMOHHYIO CUCTEMY (CUCTEMY 3aluTbl MHAOPMaLMN MHPOPMAaLMOHHON CUCTEMBI), pa3pabaTtbiBaemblX C
yyetom [OCT 34.201 "HdopmaumnoHHas TexHonorus. Komnnekc ctaHgapToB Ha aBTOMaTU3NPOBAaHHbIE CUCTEMBI.
Buabl, KOMNNEKTHOCTb M 0603HaYeHe JOKYMEHTOB MpU CO3AaHUN aBTOMATU3MpPOBaHHbIX cuctem” (aanee - FOCT
34.201).

[MpoekTHasi OOKyMeHTauusa Ha WHMOPMAaLUMOHHYK CUCTEMY U (Unn) ee cuctemy 3aluTbl UHgopMaLum
noanexaT COrnacoBaHWio C ONepaTopoM MH(OPMAaLMOHHOW CUCTEMbI B Criy4ae, eCnv OH OnpefeneH TakoBbiM B
COOTBETCTBMU C 3aKkoHogdaTenbCcTBOM Poccunckon degepaumm K MOMEHTY OKOHYaHUS NPOEKTUPOBAHUSA CUCTEMBI
3aWmTbl MHGOPMaUUN WMHAOPMALMOHHOW CUCTEMbI M HE SBMSETCSA 3aKa3ydMKoM AaHHOW WHOpMaLMOHHOMN
CUCTEMBI.

Mpu oTcyTCTBUM HEOBXOAMMbLIX CPEACTB 3aliMTbl MHOPMAUMK, CEPTUDULMPOBAHHBLIX Ha COOTBETCTBME
TpeboBaHnsam no 6Ges3onacHocTM wHoOpMaumu, opraHudyeTcs paspaboTka (mopaboTka) cpeacTB  3alumThbl
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MHopMaunMm ”n unx ceptuduKaumMss B COOTBETCTBUM C 3akoHogaTenbctBoMm Poccunckon Pepepauum unum
NpOM3BOAUTCSA KOPPEKTUPOBKA MPOEKTHLIX PEeLIeHM NO MHAOPMALMOHHOW cucteme 1 (Unu) ee cucteme 3aLuTbl
WHpopMaumm ¢ y4eToMm (PYHKLMOHAMNBbHbLIX BO3MOXHOCTEN MMEIOLMXCA CEPTUDULMPOBAHHbBIX CPEeACTB 3alUuThl
WHpopmaumn.

15.2. PaspaboTka akcniyaTauuoHHOW AOKYMEHTALMM Ha CUCTEMY 3alUMTbl MHpopMauMn MHGOOPMaLMOHHOWN
CUCTEMBI OCYLLIECTBIISIETCA B COOTBETCTBUM C TEXHUYECKUM 3aJaHMeM Ha co3faHne MHPOPMAaLMOHHOW CUCTEMBI U
(nnn) TexHnyeckum 3agaHnem (4acTHbIM TEXHWYECKUM 3aJaHMEeM) Ha CcO3[aHue CUCTeMbl 3almTbl MHGOpMaL MK
WH(POPMALIMOHHON CUCTEMBI.

OkcnnyaTauuoHHas [[OKyMeHTauus Ha CcucTeMy 3aluTbl MHOpMauUM  WMHMOPMALMOHHON CUCTEMBI
pa3pabatbiBaeTtcs ¢ yyuetom TOCT 34.601, TOCT 34.201 n TOCT P 51624 n pomkHa B TOM 4dncrne cogepxatb
onuncaHue:

CTPYKTYPbl CUCTEMbI 3aLLUTLI MHPOPMALIMN MHOPMALMOHHOWK CUCTEMBI;

cocTaBa, MeCT YCTaHOBKM, MNapamMeTpoB U Nopsidka HacTPOMKU CPeacTB  3aluThl  MHopmauum,
MPOrpaMMHOro 06ecneyeHnst U TEXHUYECKUX CPEACTB;

npasun aKkcnjiyataumn CUCTeMbl 3alLAThI I/IH(*)OpMaLI,VII/I MHd)OpMaLLVIOHHOVI CUCTEMBbI.

15.3. lNpu mMakeTMpoBaHUM M TECTUPOBAHMMN CUCTEMBI 3aLUNTbLI MHGOPMaLMM MHPOPMALMOHHOW CUCTEMBI B
TOM YKCIe OCYLLEeCTBSATCA:

npoBepkKa pa6OTOCI'I0006HOCTVI n COBMECTUMOCTHU Bbl6paHHbIX cpencTts  3allunThbl VIHd)OpMaLI,VIVI C
I/IH(*)OpMaLLI/IOHHbIMI/I TEXHONOrmAMN N TEXHNYECKMMIN cpeacTBamMu;

npoBepka BbINOMHEHUSA BblOpaHHbIMU CpeAcTBaMM 3awmTbl MHopmauun TpeboBaHMn K cucteme 3alimTbl
MHdopMaunmn NHPOPMaLMOHHON CUCTEMBI;

KOPPEKTMPOBKa NPOEKTHbIX peLleHui, paspaboTaHHbIX Npu co3gaHuyn MHAOPMALMOHHOW CUCTEMbI U (Unn)
CUCTEMBbI 3aLUMTbI MHOPMaLMU NHAPOPMALIMOHHON CUCTEMBI;

abzay, ucknroydeH. - MNMpukas PCTOK Pocenm ot 15.02.2017 N 27.

MakeTupoBaHue cUCTEMbIl 3aLUTbl MHMOPMaLUM UHAOPMALMOHHOW CUCTEMbI U ee TECTUPOBaHWE MOXET
NPOBOANTBLCS B TOM YMCIE C UCMONb30BaHMEM CPEACTB M METOAO0B MOAENMPOBAHUS MH(POPMAaLMOHHBIX CUCTEM U
TEXHOMNOrMIN BUPTYyanusauum.

BHegpeHve cuctemsl 3awmtel nHdopmMaumm MHOPMaLNOHHOW CUCTEMBI

16. BHegpeHve cuctembl 3awwmTbl MHOpMauumM MHOPMaLMOHHON CUCTEMbI OpraHusyeTcs obnagaTtenem
WMHopMaLnn (3aKkas3unkom).

BHenpeHve cuctemsl 3awmntbl MHOpMaLUMM MHHPOPMaLMOHHOW CUCTEMBI OCYLLECTBIIAETCS B COOTBETCTBUN C
NMPOEKTHOW W 3KCNNyaTaunoHHOW AOKYMEeHTaunen Ha cucTemy 3awmtbl MHopMauumn MHPOPMaLIMOHHON CUCTEMBI U
B TOM YUCre BKINIOYaeT:

YCTaHOBKY W HACTPOWKY CpeacTs 3aLmTbl nHopMaLmm B UHPOPMaLMOHHON CUCTEME;

pa3paboTky [OOKYMEHTOB, OMnpedensiowmMx npaBuna W npoueaypbl, peanusyemble OnMepaTtopom AN
obecneveHns 3awutbl MHMOPMaUMM B WHAOPMALMOHHOW cCUCTEMe B XOAe ee JKcnnyaTauuu (ganee -
OpraHM3aunoHHO-pacnopsanTenbHbIE AOKYMEHThI MO 3awmTe nHdopmaumn);

BHeZpeHVe OpraHn3auMOoHHbIX Mep 3aLLmTbl Hpopmaumu;

npegBapuTeribHble UCNbITAHUA CUCTEMbI 3aLLUUThI I/IHCbOpMaU,VIVI VIH(*)OpMaLl,MOHHOVI CUCTEMBbI;

OMbITHYH 3KCNyaTaumio CUCTEMbI 3aLLUTLI MHGOPMALMN MHPOPMALIMOHHOW CUCTEMDI;
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aHanuMa ysi3BUMOCTE WH(OPMALMOHHOW CUCTEMbI W TMPUHATME Mep 3aWuTbl MHopMauMn Mo KX
YCTPaHEHWIO;

NPUEMOYHbIE UCMbITAHWUSI CUCTEMBI 3aLLMTLI MHPOPMaLMN MHOPMALMOHHOM CUCTEMBI.

K BHegpeHuio cuctembl 3awwmTbl MHGOpPMauuM KMHAPOPMALMOHHON CUCTEMbI MNPMBIIEKAEeTCA onepartop
WH(POPMALIMOHHON CUCTEMbI B Cryvyae, eCrnv OH onpedeneH TakoBbiM B COOTBETCTBMM C 3aKOHOOATENbCTBOM
Poccuiickon ®egepaumm K MOMEHTY BHEAPEHUS CUCTEMbI 3aLUTbl UHPOPMaLUN MHEOPMALMOHHOW CUCTEMBI U HE
SIBMSIETCA 3aKa34ymkomM AaHHOW NHPOPMAaLMOHHON CUCTEMbI.

16.1. YctaHoBKa M HacTporka CpencTB 3aluTbl MHPOPMAUUM B WH(OPMALMOHHOM CUCTEME [OMKHa
NMPOBOAMTLCS B COOTBETCTBUM C 3KCMMyaTauMOHHOW [JOKYMEHTauMen Ha CuUCTeMy 3aluTbl MHGOPMaLMK
NMH(OPMALIMOHHON CUCTEMbI M JOKYMEHTaUUEN Ha CpeACcTBa 3auTbl HPOPMaLMK.

16.2. PaspabaTbiBaeMble OpraHvM3auMoHHO-pacnopaauTenbHble OOKYMEHTbl MO 3awuTe UWHgopmauum
OOJIMKHBI onpefenaTb npasuna u npoueaypsbl:

yrnpaBneHus (aAMUHUCTPUPOBAHUSI) CUCTEMON 3aLUUTbl MHAOPMaLUM NHPOPMAaLIMOHHON CUCTEMBI;

BbISIBNIEHNS! MHUMAEHTOB (O4HOro cobbiTUA MNW rpynnbl COGbITUIA), KOTOpbIe MOryT MpUBeCTM K cbosam mnu
HapyLweHnio (PyHKUMOHMPOBaHNS MH(OPMAaLMOHHOW CUCTEMbl U (MNN) K BO3HUKHOBEHMIO yrpo3 6esonacHocTu
nHdopmaumm (aanee - MHUNOEHTbI), U pearnpoBaHUs Ha HUX;

ynpaBrneHnsi KoHpurypaumemn aTTecTtoBaHHON MHPOPMALIMOHHOW CUCTEMBI MU CUCTEMBI 3aLLMTbI MHOPMaLMK
MHOPMAaLIMOHHON CUCTEMBI;

KOHTpOnsa (MOHMTOpUHra) 3a obecneyeHWeM YpPOBHSA 3aLUMLLEHHOCTU MHGOPMauuK, coaepxalencs B
NHOOPMALIMOHHON CUCTEME;

3awmTbl MHOpPMauUMM Npu BbiIBOAE W3 3KCnnyatauuv MHE(OPMALMOHHOW CUCTEMbl MM MOCNe MPUHATUSA
peweHns 06 oKoHYaHMn obpaboTkn nHopmaumn.

16.3. MNpw BHegpeHUN opraHM3aumOHHbIX Mep 3awmuTbl HOPMAaLIMM OCYLLECTBIAIOTCS:

peanusauna npasuil pasrpaHn4YeHna OO0CTyna, pernamMmeHTUpyrLwmnx npasa AOoCTyna Cy6'beKTOB gocrtyna K
obbekTam nocrtyna, n BeeageHune OFpaHVI‘-IeHMVI Ha OeNcTBUSA nonb3oBaTenier, a Takke Ha U3MEHeHue yCJ'IOBI/Iﬁ
aKcnnyaTtauunu, coctaBa 1 KOH(DI/IpraLWII/I TeXHNYEeCKMX cpencTs U nporpamMmMHOro obecneyeHus;

npoBepka MOMHOTHI M OEeTanbHOCTM OMNUCaHMs B OpraHW3aLMOHHO-PacnopsAanTENibHbIX [AOKYMEHTax no
3awuTe MHopMaLuM AeACTBUIA Nonb3oBaTenei 1 aaMMHUCTPATOPOB MHGOPMAaLMOHHOW CUCTEMbI MO peanusauum
opraHM3aLUMoHHbIX Mep 3aluUTbl MHOoPMaLnK;

oTpaboTka AeNCTBUIA OOSMKHOCTHBIX NUL M NoapasfeneHni, OTBETCTBEHHbIX 3a peanu3auuio mep 3almTbl
NMHpopmaunu.

16.4. TllpegBapuTenbHble UCNbITAHUS CUCTEMbI 3awWwuTbl  MHQOpPMauUM WUHPOPMALMOHHON CUCTEMbI
nposogaTca ¢ yyetom OCT 34.603 "WHdopmaumoHHas TexHonorusi. Buabl vchiblTaHWA aBTOMaTU3MPOBAHHbIX
cuctem" (ganee - TOCT 34.603) n Bkmo4YaT NpoBepKy paboTocnocobHOCTU CUCTEMbI 3alMTbl MHOPMaLK
WH(POPMALIMOHHON CUCTEMbI, a TaKkKe NPUHATUE pPeELUeHUs O BO3MOXHOCTW OMbITHOW 3JKchnnyaTaumm CUCTEMbI
3aWmThl MHGOpPMaLMM MHPOPMALMOHHOM CUCTEMBI.

16.5. OnbITHaa aKkcnnyaTtauus cucTemMbl 3alUTbl MHOPMaLMM UH(POPMALMOHHON CUCTEMbI NPOBOAMTCS C
yyetom [OCT 34.603 wn BknoyaeT npoBepKy (PYHKUMOHUPOBAHMS CUCTEMbl  3aliuTbl  MHOpMauun
WH(OPMALIMOHHON CUCTEMbI, B TOM 4WCIIE peanu3oBaHHbIX Mep 3aliuTbl MHOPMaLUKU, a TakKe FOTOBHOCTb
nonb3oBatenen WM agMUHUCTPATOPOB K 3KCMyaTauMum CcUCTEMbl 3awuTbl UHGOpMauMM UHGOOPMALMOHHOM
CUCTEMBI.

16.6. AHanu3 yasBMMocTel WMHGPOPMALMOHHON CUCTEMbI MPOBOAMTCA B LENsSX OLEHKU BO3MOXHOCTU
NPeoAOosiEHNsT HApPYyLIMTENEM CUCTEMbI 3aLUTbl MHOPMaLUN MHAOPMALMOHHOW CUCTEMBI U MNPeaoTBpPaLLEHMS
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peanusauum yrpo3 6e3onacHoCcTU MHgopmaLlum.

AHanns yasBuMMOCTENW MHMOPMALNOHHOM CUCTEMbI BKIKOYAET aHanuM3 Ysi3BUMOCTEN CpPeAcTB 3aluuTbl
NMHGOPMaLIMK, TEXHUYECKMX CPEeACTB M NporpammMHoro obecneyeHmst MHPOPMaLMOHHON CUCTEMBI.

Mpu aHanuse ya3BMMOCTEN MHPOPMALMOHHON CUCTEMbI MPOBEPSETCA OTCYTCTBME M3BECTHbIX YA3BUMOCTEN
CPeAcTB 3aluTbl UHOpMaLMN, TEXHUYECKUX CPeacTB M MporpaMmMHOro obecneyeHusi, B TOM 4ucne ¢ y4eTom
WHpopmaumm, wumerowenca y paspaboTynMkoB M MOMYYEHHOW W3  Apyrnx oObLefOCTYNHbIX WUCTOYHMKOB,
NpaBuUIbHOCTb YCTAHOBKM M HACTPOWKU CPeACTB 3aliuTbl MHDOPMALUKN, TEXHUYECKUX CPEACTB M NPOrpamMmMHOro
obecnevyeHns, a TaKke KOPPEKTHOCTb paboTbl CpeacTB 3awuTbl MHOPMaUUM MpU MX B3aMMOOEWCTBUUN C
TEXHUYECKMMW CPEeACTBaAMU 1 NPOrpamMmmMHbIM 06ecneyeHnem.

B cnyyae BbiiBNEeHWs ysiI3BUMOCTEN WH(OPMALMOHHOM CUCTEMbI, MNPUBOAALLMX K BO3HUKHOBEHWIO
OOMONHUTENbHBLIX Yrpo3 6Ge3onacHoCTM WMHGOPMAaLMK, MPOBOAUTCS YTOYHEHME Mogenu yrpo3 6esonacHocTu
nHpopMaumMm Uu  Npu  HeOBXOAMMOCTU  MPUHUMAOTCA  OOMOSNHUTENbHbIE Mepbl  3awuTbl  UMHOPMaLMK,
HanpaBfeHHble Ha YCTPaHEHWE BbISIBNEHHbIX YS3BUMOCTEW MMM MCKMOYalWME BO3MOXHOCTb MCMONb30BaHUS
HapyLUUTENEM BbISIBIIEHHbIX YSI3BUMOCTEN.

Mo pesynbTatam aHanm3a ys3BMMOCTEN OOMKHO ObiTb NOATBEPXKOEHO, YTO B UHOPMALUMOHHOW cucTeme
OTCYTCTBYIOT YSI3BUMOCTM, copepxalumecs B 6aHke AaHHbIX yrpo3 6esonacHoctu uHdopmauum PCTIK Poceuu, a
TakkKe B MHbIX MCTOYHMKAX, UMK UX NCMOMb30BaHue (3Kcnnyataums) HapyumTenem HeBO3MOXHO.

(ab3ay BBegeH lNMpukaszom PCTIK Poccum o1 15.02.2017 N 27)

16.7. MNpuemoyHbie UCNbITaHWa CUCTEMbI 3aLmTbl MHOPMAaLUMM MHPOPMALIMOHHOW CUCTEMbl NPOBOAATCS C
yyetom [OCT 34.603 u BkmoyaloT MNPOBEPKY BbINOMHEHMS TpeboBaHWA K CUCTEME 3alimTbl MHOPMaLUK
NH(OPMALIMOHHOW CUCTEMBI B COOTBETCTBMM C TEXHWYECKUM 3aaHMEM Ha Co3AaHue MHOPMAaLNOHHON CUCTEMBI
n (MNn) TEXHNYECKMM 3adaHMeM (YacTHbIM TEXHUYECKMM 3aaHUEM) Ha CO34aHue CUCTEMbI 3almTbl MHOpMaLm
MHOPMAaLIMOHHON CUCTEMBI.

ATTecTtaums nHopmaLMOHHOM CUCTEMbI N BBOA €€ B AeNCTBME

17. AtTecTaumsa MHOPMaLMOHHON CUCTEMbI OpraHu3dyeTcs obnagatenem mMHgopmauun (3akasynkom) unm
onepaTtopoM WM BKIMOYaeT nNpoBedeHVMe KOMMMeKca OpraHM3auMOHHbIX W TEXHUYECKMX  MeponpuATUn
(aTTecTaumMoHHbIX WCMbITAHMN), B pes3ynbTaTe KOTOPbIX MOATBEPXKOAETCH COOTBETCTBME CUCTEMbI 3alinTbl
nHdopmaLmm MHHOPMaLMOHHOW CUCTEMbI HacToAWMM TpeboBaHNSM.

lMpoBedeHne aTTeCTaUMOHHbBIX UCMbITAHUA  UHAPOPMAUMOHHOW CUCTEMbI  OOSHKHOCTHBIMWA  nnLaMu,
OCYLLEeCTBAALWUMMN NPOEKTUPOBaHME U (MNn) BHEApPEHUEe CUCTEMbI 3almTbl UMHGOpMauMM UHGOPMaLMOHHON
CUCTEeMbI, HEe JonycKaeTcs.
(ab3ay BBegeH lNMpukaszom PCTIK Poccum o1 15.02.2017 N 27)

17.1. B kayectBe WCXOAOHbIX [AaHHbIX, HeOOXoOUMbIX Ons aTtTectaumm MHAOPMALMOHHOW CUCTEMBI,
NCMNomnb3ylTCcss Mogernb yrpo3 Ge3onacHOCTM MHGOPMaUMK, akT Knaccudukaumm MHPOPMAaUNOHHOW CUCTEMBI,
TeXHUYecKoe 3ajaHue Ha co3gaHve WHMOPMAUMOHHOW CcuUCTEMbl M (UNKM) TEXHUYeckoe 3ajaHue (YacTHoe
TeXHUYecKoe 3ajaHue) Ha cosfaHue CUCTEMbl 3alinTbl MHdoOpMaLMM UHPOPMALIMOHHON CUCTEMbI, MPOEKTHas U
aKkcnnyaTaumoHHas [OKyMeHTauusa Ha CcucTeMy  3aWuTbl  MHOpMauun  MHEPOPMAaLMOHHOW  CUCTEMBI,
OpraHu3aunoHHO-pacnopsanTenbHble AOKYMEHTbl NO 3awmte nHdopmauumu, pesynbTaTbl aHanusa ys3BUMOCTEN
WHOPMAaLMOHHON CUCTEMbI, MaTepuanbsl npeaBapuUTEnbHbIX W MNPUEMOYHbLIX WUCMbITAHUMA CUCTEeMbl 3allnTbl
nHpopMmaumm MHEHOPMALMOHHON CUCTEMbI, @ TaKkKe WHble OOKYMEHTbl, pa3pabaTbiBaeMble B COOTBETCTBMU C
HacToawmMn TpeboBaHuaMM.

17.2. AtTectaums nHopMaLMOHHON CUCTEMbI NPOBOAMTCA B COOTBETCTBUWM C NMPOrpaMMon u MeToamMkamu
aTTecTalMOHHbIX UCMbITaHUA 0O Hadana obpaboTku MHdopMauun, noanexaiwen sawmute B MHGOPMaLMOHHOWM
cucteme. [Ina npoBeaeHnsa atrectaumMm MHOPMALMOHHOW CUCTEMbI NPUMEHSAIOTCS HaUWOHanbHbIe cTaHaapThl, a
Takke MeToguyveckne [OKYMEHTbl, paspaboTaHHble u yTBepxaeHHble ®PCTIK Poccum B COOTBETCTBMM C
nognyHktoMm 4 nyHkta 8 [MonoxeHus o PepepanbHoOi cnyxbe no TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOSHO,
yTBEPXAEHHOro Ykasom lNpesnaeHTta Poccuiickon depepaumm ot 16 aerycta 2004 r. N 1085.

KOHcyanaHTI'Imoc www.consultant.ru CtpaHuua 11 n3 31

HageXHasa npaBoBas noaaepXxka



Mpukas ®CTIK Poccum ot 11.02.2013 N 17
(pea. ot 15.02.2017)
"O6 yTBepxxaeHun TpeboBaHui 0 3aLimTe MHpopMaLMK, HE COCTaBNSIHO. .

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 28.01.2018

Mo pesynbTataM aTTeCTALMOHHbLIX WUCMbITAHUI OGOPMIIAIOTCA MPOTOKOSbI aTTECTAUMOHHbIX WCMbITAHWUNA,
3aKn4YeHne O COOTBETCTBUM MHMOPMALMOHHOM cucTembl TpeboBaHusaMm O 3awmuTe mHdoOpmauMm n arttectat
COOTBETCTBMS B Criydae NOMOXUTENbHbIX Pe3yNbTaToB aTTeCTaALMOHHBIX UCMbITAHUNA.

Mpu nNpoBeAeHUN aTTECTAUMOHHBLIX WCMbITAHUA [OOMMKHbI MPUMEHSTLCS criedylowme MeTodbl NPOBEPOK
(ncnbiTaHnn):
(ab3au BBeaeH Mpukazom PCTOK Poccum ot 15.02.2017 N 27)

9KCMEPTHO-AOKYMEHTAambHbIN MeTo, npeaycMaTpyBalolLnA MPOBEPKY COOTBETCTBUSA CUCTEMbI 3aLUuUThbI
nHpopmaumm MHHPOPMAaLMOHHON CUCTEMbI YCTAHOBIEHHbIM TpeboBaHMAM No 3alumTe MHOpMaLUK, HA OCHOBE
OLEHKM 3KCMyaTauMOHHOW [OKyMEHTauuW, OpraHv3auMOHHO-pacnopsaguTernbHbiX [AOKYMEHTOB MO 3awmre
MHopMaunn, a Takke yCrnoBun yHKLMOHNPOBaHNS MHOPMALMOHHOW CUCTEMbI;
(ab3au BBeaeH Mpukazom PCTOK Poccum ot 15.02.2017 N 27)

aHanun3 yasBMMocTen MHOPMAaLMOHHOM CUCTEMbl, B TOM YMCIle BbI3BaHHbIX HENPaBWIIbHOW HACTPOMKOMN
(koHbUrypupoBaHuem) nporpaMmmMHoOro obecneveHms u cpeacTs 3allmTbl MHopMaLmy;
(ab3au BBegeH Mpukazom PCTIK Poccum ot 15.02.2017 N 27)

UCMbITaHWUST CUCTEMbI 3alMTbl MHOpMaLMKM NyTEM OCYLLECTBEHMST MOMbITOK HEeCaHKLUWMOHWPOBaHHOIO
AocTyna (Bo3aencTens) K MHPOPMaLMOHHONM cucteme B 06xof ee CUCTEMbI 3aLLMTbl UHGOpMaLIMK.
(ab3ay BBegeH lNMpukaszom PCTIK Poccum o1 15.02.2017 N 27)

17.3. [onyckaetca attectauus WUHOPMALMOHHOW CUCTEMbl Ha OCHOBE pe3ynbTaTOB aTTeCTaLMOHHbLIX
UCNbITaHUIN BblAENEHHOro Habopa cermMeHToB MHPOPMALMOHHON CUCTEMbI, peanm3yloLlwmx MOSIHYK TEXHOMOruo
06paboTkn nHpopmauumn.

B artom cny4yae pacnpoctpaHeHne atrectata COOTBETCTBUA Ha [Apyrne CerMeHTbl VIHd)OpMaLI,VIOHHOIZ
CUCTEeMbl OCYLLEeCTBNAeTCA Npu ycrnoBumnm UX COOTBETCTBUA CErMmeHTam I/IHCbOpMaLI,I/IOHHOVI cuctembl, npowleqinm
aTTecTaynoHHble UCnbITaHUA.

CermeHT cuMTaeTcs COOTBETCTBYHOLLMM CErMEHTY MH(POPMALIMOHHON CUCTEMBI, B OTHOLLEHUN KOTOPOro Gbinm
npoBeAeHbl aTTeCTauMOHHbIE WCMbITAHWUS, €CNU ANS yKas3aHHbIX CErMEHTOB YCTaHOBSEHbl OAMHAKOBLIE KIlaccChl
3alUMLLIEHHOCTH, Yrpo3bl GesonacHoCTM MHGOPMaLMK, peanu3oBaHbl OOWHAKOBbIE MPOEKTHbIE peLUeHust Mo
MHOPMAaLIMOHHON CUCTEME U €€ CUCTEME 3aLLMTbl MHOpMaLMK.

CooTBeTCTBME CerMeHTa, Ha KOTOpbld  pacrnpocTpaHseTcss aTrecTtaT COOTBETCTBUS, CErMeHTy
MHPOPMALIMOHHON CUCTEMbI, B OTHOLUEHWUW KOTOPOro ObiNn MpoBeAeHbl aTTeCTauuoOHHble  MCMbITaHWs,
NnoATBEPXKAaeTCA B XOAE NPUEMOYHbIX UCMbITaHUN MHAOPMALMOHHOWN CUCTEMBI UITM CErMEHTOB MH(POPMaLIMOHHON
CUCTEMBI.

B cermeHTax WHGOPMALMOHHOW CUCTEMbI, Ha KOTOpble pacrnpoOCTpaHsieTcs aTTectaT COOTBETCTBUS,
onepaTopoM obecneymBaeTcsl COGNOAEHNE IKCMMyaTaLUMOHHON OKYMEHTaUMM Ha CUCTEMY 3aLUmThl MHGOPMaLUK
NHOPMALIMOHHOW CUCTEMBI Y OPraHN3aLMOHHO-PaCTOPSANTENbHBIX AOKYMEHTOB MO 3aLLMTe MHOPMaLNK.

OcobeHHOCTM aTTecTaumMn MHGOPMALMOHHOM CUCTEMbl HA OCHOBE pe3ynbTaToB aTTecTalMOHHbIX
UCTbITAHUI BbIAENIEHHOTO Habopa ee CEerMEHTOB, a Takke YCMOBWUS U MOPSOOK PacrnpocTpaHeHus atTecTaTta
COOTBETCTBUA Ha OpYrMe CErMeHTbl WH(DOPMAaLUMOHHOW CUCTEMbI OMPEOEnsTCA B MporpaMMe W MEeTOAMKax
aTTeCTaLWOHHbIX UCTIbITAHUIA, 3aKIMYEHUN U aTTeCTaTe COOTBETCTBYSI.

17.4. MNMoBToOpHas aTTecTauusa MHPOPMaLMOHHOW CUCTEMbI OCYLLECTBNAETCHA NO OKOHYaHWUU CpoKa OencTBUS
atTectaTta COOTBETCTBUS, KOTOPbIA HE MOXET MpeBbllaTb 5 neT, WM MOBbILWEHUS Kracca 3allyLLIEHHOCTM
NMHPOPMALMOHHON cucTembl. [pu yBenuMyeHun cocTaBa yrpo3 6esonacHOCTM WMHAOPMAUMM UNU N3MEHEHUSs
MPOEKTHbIX PELLUEHN, peann30oBaHHbIX MPX CO34aHMK CUCTEMBI 3aLLUTbI MHhOpMaLUN MHPOPMAaLIMOHHON CUCTEMBI,
NpoBOAATCS OOMNOMNHUTENbHbIE aTTeCTaLUMOHHbIE NCMbITAHUSA B paMKax AeACTBYIOLLEro atTrectata CoOOTBETCTBUS.

(8 pea. MNpukaza PCTIK Poccunm ot 15.02.2017 N 27)

17.5. Beoa B gencrame MHOOPMaLMOHHOW CUCTEMBI OCYLLIECTBISETCA B COOTBETCTBUMN C 3aKOHOAATENBCTBOM
Poccuickon ®egepaunm 06 nHhopmaumm, MHHPOPMALMOHHBIX TEXHOMOMMUSX U O 3alimTe MHopmMauum u ¢ y4eTom
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FOCT 34.601 u npu Hann4yMM aTTecTaTa COOTBETCTBUSI.

17.6. NHdopmauunoHHble cucteMbl, (YHKLUMOHUPYHOWNE Ha 0ase oblier WHppacTpykTypbl (CpeacTs
BbIYMCIIUTENBHON TEXHWKM, CEpBEpPOB TENEKOMMYHMKALUMOHHOIO 000pygoBaHUSA) B KavecTBe MpUKNagHbIX
CEpBMCOB, Nnoasiexar aTrecTalumn B COCTaBe yKazaHHOW UHPaCTPYKTYpbl.

B cnyvae, ecnu wuHdoOpMauMoHHass cucTteMa co3gaetca Ha 6ase uUeHTpa 00paboTkMm  OaHHbIX
YMOMHOMOYEHHOro Nuua, Takom LLeHTp obpaboTkm AaHHbIX AOMKEH BbITb aTTECTOBAH NO KNaccy 3alUMLLEHHOCTU He
HWXe Krnacca 3alUMLLEeHHOCTUN, YCTaHOBNEHHOro Ans co3aaBaemMon MHAOPMaLUMOHHOW CUCTEMBI.

Mpn aTTectauun WHGOPMALMOHHON CUCTEMbI AOIMKHbI MCMNOMB3YKTCA pe3dynbTaThl aTTrectauuun obuien
NMHMPACTPYKTYpbl onepaTopa MHPOPMaLMOHHOW CUCTEMBI.
(n. 17.6 BBeaeH lNpukasom PCTIK Poccum ot 15.02.2017 N 27)

Ob6ecneyeHve 3aWunTbl MHGOPMALUKU B X04€e dKCnyaTaumu
aTTeCTOBaHHON UH(POPMALIMOHHON CUCTEMBI

18. ObecneveHune 3awmTbl MHPOPMALMM B X04e 3KCnnyaTtauum aTTeCTOBaHHOW MH(POPMALMOHHOW CUCTEMBI
OCYLLECTBMAETCA OnepatopoM B COOTBETCTBUM C IKCMMyaTaLUMOHHOW OOKyMEHTauuenh Ha cucTemy 3aluThbl
nHdOpMaLUMM 1 OpraHn3aunoOHHO-PacnopAanNTENbHbIMA AOKYMEHTaMM No 3awute MHOopMauum M B TOM 4ucre
BKIIOYaeT:

ynpasneHue (aAMUHUCTPUPOBaHWE) CUCTEMOI 3aLLMTbI MHDOPMALIMM MHGOPMAaLIMOHHONW CUCTEMDI;
BbIIBMiEHNE UHLWAEHTOB U pearMpoBaHne Ha HIX;

yrpaBneHne KoHdurypaumemn arTtecToBaHHOW WHGOPMALMOHHOW CUCTEMbI UM €€ CUCTEMbl 3alUuThbl
nHcpopmaumy;

KOHTPOMb (MOHWUTOPWHI) 3a obecneyeHVeM YPOBHA 3alUMLLEHHOCTM UWHQOpMauun, coaepxallencs B
WHOPMAaLIMOHHON CUCTEME.

18.1. B xope ynpaBneHuss (agMUHMCTPUPOBAHWSA) CUCTEMOW 3alnTbl UHGOPMaUMM MHOPMAaLMOHHON
CUCTEMbI OCYLLIECTBSOTCS:

3aBefeHne n yganeHume y4eTHbIX 3anucen nonb3oBaTenen, ynpasneHne noyIHOMO4YnAMU nonb3oBaTenen
I/IH(bOpM&LJ,VIOHHOI?I CuCTeMbl 1 nogaepxaHune npasui pasrpaHn4eHna ooctyna B VIH(bOpMaLI,I/IOHHOVI cucrteme,;

yrnpaBreHue cpeacTBaMu 3alyTbl MHpopMaumMn B MHADOPMALIMOHHOM cucTeme, B TOM YuUcie napameTpamu
HacTpOWKM MporpaMmMHoOro obecrievyeHus, BKIYasi nporpaMmMHoe obecriedeHre CPeacTB 3almTbl MHOpMaLMK,
yrpaBreHne Yy4YeTHbIMK 3anucsiMM Mofb3oBaTesie, BOCCTaHOBMeHWe paboToCnocOGHOCTM CpPeacTB 3alluThl
MHbopMaLIMK, reHepaLmio, CMEHY 1 BOCCTaHOBMEHMWE Naponei;

ycTaHOBKa OGHOBMEHWI MporpaMmHoro obecrneyeHusl, BKMoYas nporpaMMHoe oGecrneyeHne CpeacTs
3alUmMThl MH(OPMALLMK, BbiMycKkaeMbix paspaboTyvkamu (MpoV3BOAUTENSIMU) CPEACTB 3aLUMTbl MHGOPMaUMKU Unn
MO UX NMOPYYEHWIO;

LUEeHTpanu3oBaHHOe ynpaBfieHMe CUCTEMOM 3aluuTbl WHOPMAUMM WMHAOPMALMOHHOW CUCTEMbI (MpU
Heob6xooMMocTN);

pervctpaumsi 1 aHanus cobbiTuin B MHCOPMAaLMOHHON CUCTEME, CBA3AHHBIX C 3awuTon nHdopMauum (ganee
- cobbITst Ge3onacHoOCTK);

WHdopMupoBaHve nonb3oBaTenen ob yrposax Ges3onacHOCTM MHopMauuW, O NpaBunax SKcnyaTauuu
CUCTEMBI 3aWUTbl MHGOPMAaUUN UH(OPMALMOHHOW CUCTEMbI U OTAENbHbIX CPEACTB 3aluTbl MHGOpMauuK, a
Takke nx obydeHue;

conpoBoXxaeHne d’)yHKLI,MOHVIpOBaHMﬂ CUCTEMbI 3allnTbI I/IH(bOpMaLI,MVI VIHd)OpMaLIMOHHOVI CUCTEeMbI B Xoae ee
aKcnnyaTtauyunum, BKItO4ad KOPPEKTUPOBKY SKCI'IJ'IyaTaLIMOHHOVI OOKyMeHTauunn Ha Hee n
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OpraHu3aLmMoHHO-pacnopsANTENbHbBIX JOKYMEHTOB MO 3aluMTe MHopmauuu;
18.2. B x04e BbISBNEHMSA UHLMOEHTOB U pearnpoBaHns Ha HUX OCYLLIECTBASIOTCS:
onpegeneHne nuu, OTBETCTBEHHbIX 3a BbIIBIIEHNE NHUMOEHTOB U pearMpoBaHne Ha HUX;

obHapyxeHne n wuaeHTUMKaAUMA WHUMOEHTOB, B TOM 4ucrne OTka3oB B obcnyxuBaHuu, cboes
(nepesarpy3ok) B paboTe TEeXHWYECKMX CpeacTB, NMPOrpaMMHOro obecneveHust U cpeacTB 3awmuTbl MHpopmaumn,
HapyLIeHUIn NpaBuIl pasrpaHuMYeHnst OOCTyrna, HernpaBOMEPHbIX AEWCTBUIA No cbopy mHdopMauuu, BHEAPEHWUN
BPEAOHOCHLIX KOMMbIOTEPHbIX NPOrpaMm (BUPYCOB) N MHBLIX COOLITUIA, NPUBOASLLMX K BOSHUKHOBEHUIO UHLIMOEHTOB;

cBOEeBpeMeHHoe I/IH(*)OpMVIpOBaHVIe My, OTBETCTBEHHbLIX 3a BblidBJ1IeHMEe MHUMOEHTOB U pearnpoBaHune Ha
HWUX, O BOSHMKHOBEHNUN NHLUWNOEHTOB B I/IHd)OpMHLI,I/IOHHOVI cucrtemMe nosnb3oBartenamm 1 agMMHUCTpPaTOpPaMU;

aHanM3 MHUMgeHToB, B TOM Yucne onpegeneHne UCTOYHUKOB U MPUYNUH BO3HUKHOBEHUA WMHLUWMOEHTOB, a
TaKkKe OLEeHKa Mx NocneacTBun;

NnaHMpoBaHWe W MPUHATAE Mep MO YCTPaHEHU WHUWAOEHTOB, B TOM 4WC/le MO BOCCTAHOBIIEHMIO
NHOPMALIMOHHOW CUCTEMbI U €e CEerMEHTOB B Crydae OTkada B obcnyxmBaHum unu nocne cboes, ycTpaHEeHUio
NOCNEeACTBUN HapyLLeHWs MpaBuil pasrpaHMdeHus JocTyna, HenpaBOMEPHbIX AeNCcTBUi no cbopy nHdopmaumm,
BHEOPEHWS BPEOOHOCHbIX KOMMbIOTEPHbIX MPOrpaMM (BUPYCOB) U MHbIX COBLITUN, NPUBOAALLMX K BO3HUKHOBEHMUIO
WHUMAEHTOB;

nnaHnpoBaHmne n NpuHATUE Mep No npeagoTspalleHno NOBTOPHOINo BOSHMKHOBEHNA NMHUWNOEHTOB.

18.3. B xoge ynpaBneHusa KOHUrypaumen atrectoBaHHOM WHGOPMALMOHHOW CUCTEMbI U €e CUCTEMbI
3aLWuUThl MHOPMALUKN OCYLLECTBIAIOTCSH:

noagepxxaHve KoHdurypaumm nHOOPMaUMOHHOW CUCTEMbI 1 €€ CUCTEMbI 3almTbl MHOpMaUMK (CTPYKTYPbI
CMCTEeMbI 3aWwnTbl MHOPMaLMM MHPOPMAaLMOHHON CUCTEMbI, COCTaBa, MECT YCTaHOBKM M NapamMeTpOoB HAaCTPOMKK
cpeacTB 3awuTbl MHOpMauuW, NporpammHOro obecnedyeHus 1 TexXHUYECKUX CpeacTB) B COOTBETCTBUWM C
JKCnnyaTauMOHHOW AOKYMEHTaumMen Ha cuctemy 3awmtbl MHpopmauun (nogaepxaHue 6as3oBori koHUrypaumm
NH(OPMALIMOHHOW CUCTEMBI U €€ CUCTEMbI 3alunTbl MHOPpMaLUK);

onpeaeneHne nuu, KOTOPbIM paspeLleHbl AEWCTBUS MO BHECEHUIO M3MEHeHW B 6a3oByl KOHMUrypauumo
MHPOPMALIMOHHON CUCTEMBI U €€ CUCTEMBI 3aLLMTbLI MHGOPMaLWK;

ynpasneHne nameHeHusaMn 6a3o0BON KOHUrypauum MHAOPMALIMOHHOW CUCTEMbl U €e CUCTeMbl 3aluuTbl
nHdopmaumMm, B TOM 4WUCNe onpedeneHne TUNOB BO3MOXHbIX M3MeHeHun 6asoBov  KoHdUrypaumm
WHOPMAaLIMOHHON CUCTEMbl U €e CUCTEMbI 3aluTbl MHGOPMaUUK, CaHKLMOHUPOBAHUE BHECEHUS U3MEHEHUN B
6a30Byl0 KOHUrypaumo MHPOPMALIMOHHOMW CUCTEMbI U €e CUCTEMbI 3aluTbl MHAOPMaLMKU, JOKYMEHTMPOBaHNe
OEeNCTBUI NO BHECEHWIO U3MEHEHUI B 6a30BYI0 KOHMIrypaumio MHpOpMaLUMOHHON CUCTEMBI U €€ CUCTEMbI 3aLLUUThI
nHdopMaumK, CoxpaHeHne AaHHbIX 00 M3meHeHusAx 6asoBow KoHdUrypauunm MHGPOPMALMOHHOW CUCTEMbI U ee
CMCTEMbl 3aliMTbl MHAOPMALMKW, KOHTPOMb AENCTBUA NO BHECEHWUI0 M3MeHeHW B 6a3oByl0 KOHUrypauuio
NHOOPMALIMOHHOW CUCTEMBI U ee CUCTEMBI 3aLuUTbl MHopMaLny;

aHanM3 noTeHUManbHOrO  BO3AEWCTBUA  MNaHMpyeMblX U3MeHeHun B  ©as3oBoW  kKOHduUrypauum
WH(POPMALIMOHHON CUCTEMBI U €€ CUCTeMbl 3awWmuTbl MHdOpMauun Ha obecnevyeHue 3alnTbl WMHGOPMaLUK,
BO3HMKHOBEHUE AOMOSMHUTENbHBIX Yrpo3 6e3onacHocTM MHdopMaumMm u paboTocnocoBHOCTL MHAOPMALMOHHOM
CUCTEMBI;

onpegerneHve napameTpoB HAaCTPOMKM MporpaMMHOro obecnedeHus, BKoYasd nporpaMmHoe obecnevyeHve
CcpencTB 3almMTbl MHOpMaLMK, COCTaBa U KOHUIypaLmMm TEXHUYECKUX CPeACTB M NporpamMmmHoro obecnedeHus oo
BHECEHUS W3MEHeHM B 0a30Byl0 KOHMUIypaumo UHPOPMALMOHHOM CUCTEMbBI U €€ CUCTEMbl 3alUuThbl
MHpopmaunu;

BHeCeHue nHdopmaumn (gaHHbIxX) 06 n3ameHeHusx B 6a30BON KOHUrypaumm MHOOPMaLMOHHOW CUCTEMBI 1
ee cuctembl 3awWuTbl MHGOPMAUMU B IKCNIyaTaLMOHHYIO AOKYMEHTaLUM Ha cucTemy 3awmTbl MHopmauun
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MHPOPMAaLMOHHOWN CUCTEMbI;

NPUHATME peleHns no pesynbTataM ynpaeneHust KoHdurypauvenm o MOBTOPHOW aTtTecTaumm
NHOPMaLIMOHHOW CUCTEMBI UMW NPOBEAEHUN AOMNONHUTENBHBLIX aTTECTALUUOHHBLIX UCMbITAHWIA.

18.4. B xode KoHTponsi (MOHWTOPWHra) 3a obecrneyYeHMem YpPOBHSI 3alUMULEHHOCTM WHdopMauuu,
cogepxalienca B UHPOPMaLMOHHOW CUCTEME, OCYLLIECTBSOTCS:

KOHTPOIb 3a cObbITUIMKN 6€30NacHOCTU U AENCTBUAMM NMofb3oBaTenen B MHOOPMaLMOHHOM CUCTEME;
KOHTPOIb (aHanu3) 3aWwuLeHHOCTN MHopMaL MK, coaepxallencs B MHPOPMaLMOHHON CUCTEME;

aHanm3 1 oueHka (YHKLMOHUPOBAHUSA CUCTEMbI 3alUuTbl MHPOPMALUMN MHPOPMALMOHHON CUCTEMBI,
BKIIIOYAs BbISIBNIEHWE, aHanu3 1 ycTpaHeHWe HeAoCTaTKOB B PYHKLNOHMPOBAHNN CUCTEMbI 3aLUUTbI MHGOPMaLMm
MHOPMALMOHHON CUCTEMBI;

nepvoanyeckuii aHanuMa3 M3MeHeHusi yrpo3 6e3omacHOCTM MHopMauMn B MHAOPMALMOHHOW CUCTEME,
BO3HMKaOLWKMX B XoOe ee aKkcnnyatauun, u npuHaATne mep 3allinTbl VIHCbOpMaLI,I/II/I B Cllydae BO3HUKHOBEHUA HOBbIX
yrpo3 6e3onacHocTn nHdopmaumm;

AOKYMEHTMpOBaHMEe Mpoueayp W pesynbTaToB KOHTPONs (MOHUTOpWHra) 3a obecrneyeHueM YpOBHS
3aLUULLIEHHOCTM MHdOPMAaLIUK, coaepKalleica B UHOPMaLIMOHHO cucTeme;

NPUHATWE peLLeHus No pe3ynbTaTaM KOHTPONs (MOHWUTOpUHra) 3a obecneyeHneMm YPOBHS 3aLUMLLEHHOCTU
nHdpopmaumm o popaboTtke (MogepHM3auMnM) CUCTEMbl 3almTbl UMHAGOPMAUUM MH(POPMAaLMOHHON CUCTEMBI,
MOBTOPHOW artTecTaumMm WHMOPMALMOHHON CUCTEMbl WM NPOBEAEHMU [OMOMHUTENbHbBIX aTTeCTalMOHHbIX
ncnbITaHWN.

O6ecneveHune 3awwmTbl MHOpMaLMKU NPy BeIBOAE U3 SKCMnyaTauum
aTTeCTOBaHHOW MH(OPMALIMOHHOWM CUCTEMbI UK NOCHE NPUHATUS
peLueHust 06 okoH4YaHMM 06paboTKM MHGOPMaLMK

19. ObecneveHune 3awmTbl MHGOPMaLUKN NPU BbIBOAE M3 3KCMfyaTaunm aTTeCTOBAaHHOW WMHOpMaLVOHHOM
CUCTEMbI UNN Nocne NPUHATUA pelleHns o6 okoHYaHun obpaboTkm nHOopMaLMmM OCYyLLIECTBNSETCA OonepaTopoM B
COOTBETCTBMM C 3KCMNNyaTauuoOHHOW [AOKYMEeHTauuvenh Ha CUCTeMy 3aliuTbl WHpopmaumm nHOOpMaLMOHHON
CUCTEMbl W OpraHM3auuoHHO-pacnopsanTenbHbIMM OOKYMEHTaMyM Mo 3awmrte WHpopmauum M B TOM 4ucne
BKIIOYaeT:

apxvBupoBaHue uHdopmauun, cogepxatiencss B UHPOpMaLUNOHHON CUCTEME;

YHUUTOXEHNE (CTUpaHMe) AaHHbIX M OCTaTOMHOW WMHMOpPMauMM C MaLUMHHBLIX HOCUTEenen WHgopmauun u
(MnNn) YHUUTOXEHME MALUUHHBIX HOCUTENEN nHopMaLmu.

19.1.  ApxuBupoBaHume wuHpOpMauuK, cogepxawencs B MHAPOPMAaLMOHHOM  cucTemMe,  [OIDKHO
OCYLLECTBMATLCA NPYM HEOO6X0AMMOCTY AaNnbHENLEero NCNonb3oBaHnsa MHopMaLun B AeATeNbHOCTM onepaTopa.

19.2. YHUUTOXEHME (CTUpaHue) AaHHbIX U OCTaTOYHOW MHOpMaLUN C MaLlLUHHBIX HOcUTenen nHdopmMaumm
npov3BOaUTCA NpU HeobXOAMMOCTM Mnepedayn MalUMHHOrO Hocutensa wuHdopmMauum Opyromy Mofb30BaTenNto
WH(POPMALIMOHHON CUCTEMbI UIM B CTOPOHHME OpraHM3auuun O PEMOHTA, TEXHUYECKOro OOCNy)XMBAHWUS UMK
OanbHENLWero yHNYTOXEHUS.

lMpu BbLIBOAE W3 3KCnnyaTauMuM MallMHHBLIX HOcuTenen uHgopMauMM, Ha KOTOPbIX OCYLLECTBIANUCH
XpaHeHvne n obpaboTka MHopMaLun, ocyecTBNAeTCA (PU3NYECKoe YHUUTOXEHUE STUX MaLUMHHbIX HOCUTEneWn
NMHpopmaunu.

Ill. TpeboBaHMsA K Mepam 3almTbl MHpOpMaLMK, coaepaLlencst
B MHOPMaLMOHHOW cucteme
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20. OpraHunsaunoHHble U TEXHUYECKMEe Mepbl 3alnTbl MHOpMaumK, peanusyemble B UH(OPMaLMOHHON
CUCTEME B pamKax ee CUCTEMbl 3alluTbl MHOpMaLuW, B 3aBUCMMOCTM OT yrpo3 GesonacHoCTU uHopmaumu,
NCNONb3yeMbIX MHPOPMALMNOHHBIX TEXHOSOMMIN U CTPYKTYPHO-PYHKLMOHAMNBHBLIX XapaKTepUCTUK NMHAOPMAaLMOHHON
CcUCTEeMbl AOMKHbI 06ecnevnBaThb:

naeHTudurkaumio n ayteHTudmrkaumo cydbbekToB 4OCTyna n 06bEKTOB JOCTYNa;

yrnpaBrneHne JoCTyrnomM cyObeKTOB JOCTyna k obbekTaM JOCTyna;

orpaHvyeHue nporpaMmMHoOn cpeabl;

3aLUMTY MaLLVHHbBIX HOCUTenen nHdopmaunu;

permctpaunto cobbiTnn 6esonacHocTy;

aHTVBUPYCHYIO 3aLUNTY;

obHapyxeHue (npefoTBpaLLeHne) BTOPXKEHUI;

KOHTPOIb (aHanu3) 3aWwnweHHOCT nHdopmaunu;

LeNIOCTHOCTb MHEPOPMALMOHHON CUCTEMBI U MHAOPMaLMu;

OOCTYNHOCTb MHGOpMaLuX;

3almMTy cpeapbl BUpTyanu3auuu;

3aLUNTY TEXHUYECKMX CPEACTB;

3aunTy MH(pOpMaLlMOHHOVI CUCTEMBbI, ee cpeacTB, CUCTEM CBA3U N Nepedaydn AaHHbIX.

CocTaB Mep 3awWmTbl nHopmaummn 1 nx 6asosble Habopbl 4N COOTBETCTBYHOLLMX KIACCOB 3aLUMLLEHHOCTU
NHOPMALIMOHHBIX CUCTEM NpuBedeHbl B npunoxeHun N 2 k HacTtoswmm TpeboBaHusAMm.

20.1. Mepbl no mageHTUdMKaumm n ayteHTUdUuKaumm cybbekToB AocTyna U OBbLEKTOB OOCTyna AOSDKHbI
obecneunBaTb NpPUCBOEHWE cybbekTam W obObekTam [OCTyna YHMKanbHOro npu3Haka (ungeHTudukatopa),
CpaBHeHWe npeabsBnseMoro cybbektom (06bekToM) goctyna uaeHTudukatopa C nepedyHeM MPUCBOEHHbIX
noeHTUMKaAToOpoOB, a TaKkKe MNPOBEPKY NPUHAONEXHOCTU cybbekTy (0O6bekTy) gocTyna npenbsBAEHHOro UM
naeHtTudmkatopa (NoATBepKAEHUE NONIUHHOCTHN).

20.2. Mepbl No ynpasneHno OOCTYNOM CyOBLEKTOB AOCTyna k obbektam JOCTyna AOMKHbl obecnedvBaTtb
ynpaBsfieHne npasamMy W npuBurnernsMum cyObekToB [OCTyna, pasrpaHuMyeHne Joctyna cyObekToB AocTyna K
obbeKkTam [ocTyna Ha OCHOBE COBOKYMHOCTW YCTAaHOBMEHHbIX B WHOPMALMOHHOW cucTeMe mnpasui
pa3rpaHuyeHns JocTyna, a Takke obecneunBaTtb KOHTPOMb COGNIOAEHNS STUX NpaBurl.

20.3. Mepbl N0 orpaHMYeHNI0 NPOrPaMMHON cpefbl AOMKHbI 0becneymBaTb YCTAHOBKY M (MMK) 3anyck TOMbKO
pas3peLLeHHOro K UCMOofMb30BaHNI0 B MH(OPMaLUOHHON CUCTEME MNpOorpammHOro obecrneyeHuss WM UCKNYaTb
BO3MOXHOCTb YCTAHOBKM W (MnM) 3anycka 3anpeLlleHHOro K MCMONb30BaHWIO B WH(OPMaUMOHHOW cucteme
nporpamMmmHoro obecneyeHus.

20.4. Mepbl no 3awute MaWWHHBIX HocuTenem wHdopmaumm (cpeactBa o06paboTkM  (XpaHeHus )
WHopMauMM, CbeMHble  MalUMHHbIE  HOCUTENW  WHOPMauUMM)  OOIDKHbI  UCKMYaTb  BO3MOXHOCTb
HECaHKLUMOHMPOBAHHOIO AOCTyNa K MAaWWHHBIM HOCUTENSAM M XPaHSLWENcs Ha HUX WHdopmaumm, a Takke
HECaHKLMOHMPOBAHHOE UCMOSTb30BaHNE CbEMHbBIX MALLMHHBLIX HOCUTENen nHcpopmaumm.

20.5. Mepbl no peructpauumn codbiTuin 6e3onacHOCTU [OMkHbI obecneymBaTbe cboOp, 3anucb, XpaHEHWe U
3aLWmMTy MHopMauum o cobbiTusix 6esonacHoCTM B MHPOPMALIMOHHOM CUCTEME, a Takke BO3MOXHOCTbL NPOCMOTpa
1 aHanusa MHopMauun 0 TakMx COBLITUSAX N pearnpoBaHUE Ha HUX.
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20.6. Mepbl N0 aHTMBUPYCHOWN 3aLUMTe OOMKHbI obecneyvmBaTb 06HapyXeHne B MHGOPMAaLMOHHOW cucteme
KOMMBLIOTEPHbIX nporpamm nn6o NHOWM KOMMbIOTEPHON WHopmauuu, npegHasHayeHHon  Ans
HECaHKLUMOHMPOBAHHOIO YHUUTOXEHMUS, BNoKMpoBaHus, MoandmkaLmm, KONMPOBaHMS KOMMbIOTEPHOW MHOpMaLmMm
UNU HeMTpanusaumm cpeacTs 3aluTbl MHOPMaLMK, a TakkKe pearnpoBaHne Ha oBbHapyXeHne 3TUX NPorpaMm u
WMHopMaunn.

20.7. Mepbl no obHapyxeHuio (NPedoTBpaLLEHMI0) BTOPXEHUMN [OOMKHbI obecneunmBaTb OOHapyxeHue
OEencTBUA B MH(POPMALIMOHHOM CUCTEME, HarnpaBfieHHbIX Ha NpegHaMepeHHbI HECAHKLMOHMPOBAHHBLIN AOCTYN K
WHpopmaumm, crneumanbHble BO3AENCTBUMA Ha MHAOPMALMOHHYIO CMCTEMY WM (MnM) MHGOPMAUUIO B LEensx ee
006bIBaHUA, YHUUTOXEHUSA, NCKaXeHMS U BroKMpoBaHUA AocTyna K MHopMaL MK, a Takke pearmpoBaHme Ha 9Tu
aencreusi.

20.8. Mepbl N0 KOHTPOMIO (aHanM3y) 3alnLLIEHHOCTU MHAOPMaLUKM JOIMKHBLI obecnevmBaTb KOHTPOSb YPOBHS
3aLUMLEHHOCTU MHOPMaLMK, codep)allencs B MHPOPMaLVOHHON cucteme, NyTem NpoBeaeHns MeponpuaTui no
aHanuay 3aly1LLEeHHOCTN MHAOPMAaLMOHHON CUCTEMBI U TECTMPOBAHMIO €€ CUCTEMbI 3aLnTbl HOpMaLNK.

20.9. Mepbl no obecnevyeHuto LENOCTHOCTU WHGOPMALUMOHHON CUCTEMBbI U  UHOPMAaLUN  OOMMKHbI
obecneuynBaTb OOHapyxeHue aKTOB HECAHKLUOHWPOBAHHOIO HapyLeHWUs LEenoCTHOCTU MHAOPMaLMOHHON
CUCTEMBI U coAepXallencss B Hel uHopmaumm, a Takke BO3MOXHOCTb BOCCTAHOBMEHMSI MHGOPMALMOHHOW
CUCTEMbI 1 codepKallencsa B Heln MHGopMaLnu.

20.10. Mepbl no obecneveHno AOCTYNHOCTU MHOPMaLUK A0MKHbI obecneynBaTb aBTOPU3OBAHHbLIN LOCTYN
nonb3oBaTenen, UMeKLWmnxX npasa no Takomy AOCTyny, K uHdopmaumu, coaepxaliencs B MHPOOPMALMOHHON
cucTeme, B LUTATHOM pexunme PyHKLUMOHUPOBAHUS MHGOPMALMOHHON CUCTEMBI.

20.11. Mepbl no 3awuTte cpefgbl BUPTyanu3auuv AOMKHbI WCKMHOYaTb HECaAHKUMOHWPOBAHHbLIA AOCTYN K
nHdopmaumu, obpabaTbiBaemMoi B BUPTyanlbHOW WHMPACTPyKType, W K KOMMOHEHTaM  BMPTYyaribHOW
NHAPAaCTPYKTYpPbI, @ Takke BO3AENCTBME Ha MHAOPMALIMIO N KOMMOHEHTbI, B TOM YMCIe K CpeAcTBam ynpaBneHus
BMPTYyanbHOW MHMPACTPYKTYPOW, MOHUTOPY BMPTYamnbHbIX MalWH (TMNepBM3OpY), CUCTEME XpaHEHWUs AaHHbIX
(Bkntovasa cuctemy xpaHeHust 06pasoB BUPTYyanbHOW MHPACTPYKTYpbl), CETUM Nepeayun AaHHbIX Yepes 3eMeHTbI
BMPTYyanbHOW nnu u3nyeckon UHMPaCTPYKTYpbl, FOCTEBLIM ONEPAaLMOHHBIM CUCTEMaM, BUPTYanbHbIM MallnHam
(koHTEMHEpaM), cucTeMe M CeTu pennukauun, TEPMUHamNbHLIM U BUPTYanbHbIM YCTPOMCTBAM, a TakkKe cucteme
pe3epBHOro KOMMPOBaHWS U CO3A4aBaeMblM €10 KOMUAM.

20.12. Mepbl NO 3awmTe TEXHWYECKUX CPeaCTB AOSPKHbI WMCKMYaTb HECAHKLUMOHMPOBAHHBLIN AOCTYN K
CTaUMOHApPHLIM TEXHUYECKMM cpefcTBaMm, obpabaTbiBalolwmMM MHgopMauuo, cpedcteaMm, obecrneynBaroLiMM
byHKLMOHMPOBaHNE WMHGOPMALMOHHON CUCTEMbI (Oanee - cpeAcTtBa obecnedyeHus YHKUMOHMPOBAHUSA), U B
NMOMELLEHMS, B KOTOPbIX OHN MOCTOSIHHO PACMONOXEHbI, 3aLUTY TEXHUYECKUX CPEeACTB OT BHELUHMX BO34ENCTBUN, a
Takke 3awmTy uHdopmaumm, NpeacTaBneHHon B BUAE UHPOPMATUBHBIX 3MIEKTPUYECKMX CUTHAMNOB U (PU3NYECKNX
nonen.

20.13. Mepbl no 3awmte MHAPOPMALMOHHOW CUCTEMbI, €€ CPeACTB, CUCTEM CBA3U U Nepefadn AaHHbIX
OOMMKHbI obecneumBaTh 3alWWTy WHGOPMaUMM MpU  B3aMMOLENCTBMU MH(OPMALUOHHOM CUCTEMbI UK ee
OTOENbHbIX CETMEHTOB C MHbIMW MH(OPMALUMOHHBIMK CUCTEMAMKN U MHEOPMALIMOHHO-TENEKOMMYHMKALMOHHBIMM
CETAMWN MNOCPEACTBOM MNPUMEHEHUS] apXUTEKTYpPbl MH(OPMALNOHHOW CUCTEMbI, MPOEKTHbIX PELIeHUA Mno ee
cucTeme 3alWmTbl HPOPMaLIMK, HanpaBeHHbIX Ha obecneyeHne 3almTbl MHOOpMaLUK.

21. Bbibop mep 3awuTbl MHOpMaumm ons ux peanusauum B MHOPMAaLMOHHOM cUCTeMe B paMKax ee
CUCTEMbI 3aLUUThI MHOPMALMKN BKIOYAET:

onpegeneHne 6asoBoro Habopa Mep 3awuTbl MHpOpMaLMM ONS YCTAHOBMEHHOIO Knacca 3allMLLEHHOCTU
MHOPMAaLMOHHOW CUCTEMBI B COOTBETCTBUM C 6Ga30BbIMM HabopaMu Mep 3aLlmTbl MHpopMaumn, NpMBeaeHHbLIMU B
npunoxexHun N 2 k HacTtosiwmm TpeboBaHUsM;

aganTaumio 6a3oBoro Habopa Mep 3awmTbl MHPOPMALIUN NMPUMEHUTENBHO K CTPYKTYPHO-hYHKLMOHAMbHbLIM
XapakTepucTmkam WMH(OPMALIMOHHON  CUCTEMB, WMHOPMALMOHHBIM  TEXHOMOTUSM, ocobeHHOCTAM
(PYHKLMOHNPOBAHMS MHOPMALIMOHHON CUCTEMbI (B TOM 4YMCre npeaycMaTpuBatoLLyO UCKIoYeHne u3 6asoBoro
HaGopa mep 3aWwuTbl MHpOPMaLUM Mep, HENOCPEACTBEHHO CBS3AHHbLIX C MH(OPMALMOHHBIMM TEXHONOMMSIMU, He
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NCNONb3yeMbIMMU B WH(OPMALMOHHOW CUCTEME, WUNU CTPYKTYPHO-(PYHKLMOHANBHBIMU XapakTepUCTUKaMU, He
CBONCTBEHHbLIMU MHPOPMALNOHHOW CUCTEME);

YyTOYHEHNE aganTupoBaHHOro 6a3oBoro Habopa mMep 3aLmTbl MHOPMaLUUK C Y4ETOM He BblOpaHHbIX paHee
Mep 3awmTbl MHdOPMaUnK, NPUBEAEHHbIX B npunoxeHun N 2 K HacTtoswmm TpeboBaHWsM, B pe3ynbTaTe 4ero
onpeaensaTcs Mepbl 3awuTbl MHopMauuu, obecnedvBaiowme GMOKMpoOBaHWE (HeWTpanusauui) BCex Yrpos
6e3onacHoCTV MHpopMaLUmK, BKITHOYEHHBIX B MOAENb Yrpo3 6e3onacHOCT! MHopMauuu;

[OMOSIHEHME YTOYHEHHOro adanTupoBaHHOro GasoBoro Habopa Mep 3awWuTbl MHGOPMaLUM Mepamu,
obecneymBaroLLMMK BbINOMNHeHNe TpeGoBaHU O 3almTe MHGOPMAaLMK, YCTAHOBIIEHHLIMW UHBIMI HOPMAaTUBHBIMU
NpaBOBbIMM aKTamy B 0651acTy 3almnTbl MHGOPMaLUWK, B TOM YKCre B 06M1acTy 3alUmTbl NEPCOHArbHbIX AAHHBIX.

Ons Bbibopa mep 3awutbl MHOPMaL N Ansi COOTBETCTBYIOLLErO Knacca 3aliMweHHOCTU MHhopMaLoHHON
CUCTEMbI MPUMEHSIOTCS MeToauYecKMe [OOKYMeHTbl, pa3paboTaHHble u yTBepxaeHHole ®CTOK Poccunm B
COOTBETCTBMM C noanyHKToMm 4 nyHkta 8 lNonoxeHunss o ®epepansHon cryxbe No TEXHNYECKOMY U SKCMOPTHOMY
KOHTpOII0, yTBepxaeHHoro Ykasom lNpesungeHta Poccuiickon ®epepauun ot 16 aBrycta 2004 r. N 1085.

22. B WHQOpMALMOHHOW CUCTEME COOTBETCTBYIOLLErO Knacca 3alluLIEeHHOCTM B pamKax ee CUCTEMbI
3aLWMTbl MHPOPMAaLMKM OOIMKHbI ObiTh peanuaoBaHbl Mepbl 3alMTbl UHPOPMaLMK, BblOpaHHbIE B COOTBETCTBUM C
nyHkTom 21 HacTtoswmx TpeboBanHui M obecneumBatowme ONMOKMpPoBaHWE (HEWTpanM3aumilo) BCEX Yrpo3
6e3onacHocTy MHpopmaumu.

Mpn aToM B WHOPMALMOHHOW CUCTEMe [OMKeH ObiTb, Kak MWUHUMYM, peanv3oBaH aganTUPOBaHHbIN
6a3oBbli Habop Mep 3awmTbl WHGOPMAaUWW, COOTBETCTBYIOLUMWA YCTAHOBIIEHHOMY Knaccy 3alULLEHHOCTU
NHOPMALIMOHHOW CUCTEMBI.

23. Tlpn HEBO3MOXHOCTU peanu3aumMm B MHMOPMALMOHHOW CUCTEME B pamKax €e CUCTEMbl 3alUuTbl
nHOpPMaLMM OTAENbHbIX BbIOPaHHbIX Mep 3aluTbl MHOpMauun Ha aTanax aganTtaumm 6asosoro Habopa mep
3aWuTbl MHOPMAaUUN UM YTOYHEHUS aganTupoBaHHOro 6as3oBoro Habopa Mep 3awmTbl MHOpMauum MoryT
paspabaTtbiBaTbCa WHbIE (KOMMEHCUPYOLLIME) Mepbl 3awuTbl MHGOpMauuMu, obecnevvBalolne agekBaTHoe
OGnokupoBaHue (HernTpanuaauuo) yrpo3 6esonacHoCTn nHopmMaumm.

B atom cnyyae B xoge pas3paboTkum cucTembl 3awmTbl MHOPMAaLMM UH(OPMALMOHHOW CUCTEMbI AOIDKHO
ObITb  MpoBeeHO 0OOCHOBaHWE MPUMEHEHMSI KOMIMEHCUMPYOLIMX Mep 3awutbl  MHGOpMauuu, a npu
aTTeCcTalMOHHbIX MCMNbITAHUSIX OLlEHEHa [OO0CTaTOYHOCTb UM aAeKBaTHOCTb AAHHbLIX KOMMEHCUMPYHOLMX Mep Ans
6rokMpoBaHus (HernTpanmaauum) yrpo3 6e3onacHoCT MHopMaLnn.

24. Mepbl 3awuTbl MHpOpMaLunM BbIBUPaOTCA U peanu3yoTcs B MHPOPMALMOHHON CUCTEME B paMKax ee
CMCTEMBbI 3aLUWTbl MHOpMaL MK ¢ y4eToM yrpo3 6es3onacHoCTU nHdopmaumm NPUMEHUTENBLHO KO BCeM 0ObekTam u
cybbekTam AocTyna Ha annapaTHOM, CUMCTEMHOM, MPWUKNagHOM W CEeTeBOM YPOBHSAX, B TOM uucie B cpede
BMpTYyanusauunv n 06nayHbIX BbIYUCIIEHWUA.

25. OpraHu3aumoHHble Mepbl M cpeacTBa 3aliMTbl MHOpMaUMKU, NPUMEHSEeMble B WH(OPMaLMOHHOWN
cucTeme, OOSMKHbI obecneymnBaThb:

B MHMOPMALMOHHBLIX cUcTeMax 1 Krnacca 3allUMLLEHHOCTU - 3aluTy OT yrpo3 6esonacHocT! UHdopMaumu,
CBA3aHHbIX C AeMCTBUSAMM HapyLUMTENel C BbICOKMM NOTEHLMANOoM,;

B VIH(bOpMaLI,I/IOHHbIX cuctemax 2 knacca 3almLieHHOCTH - 3awmnTy OT yrpos 6e3onacHocTu VIH(bOpMaLJ,VIVI,
CBSAI3aHHbIX C AEUCTBUAMM HapyLIJI/ITeJ'IeI7I C nNoTeHunarnom He HMXxe ycuneHHoro ©asoBoro;

B MHGOPMALMOHHBLIX CUCTeMax 3 Kracca 3alMLLeHHOCTU - 3aluTy OT yrpo3 6e3onacHoCcTV MHgopMauum,
CBA3aHHbIX C AeMCTBUAMM HapyLUMTenel ¢ NoTeHUMaNom He Hike 6asoBoro.

[MoTeHuuwan HapywuTenen onpeaensieTcs B Xo4e OLEHKM UX BO3MOXHOCTEN, MPOBOAUMON Npu onpeaeneHnm
yrpo3 6e3onacHoCTu nHopmaumm B COOTBETCTBUM C NMyHKTOM 14.3 HacTosawmx TpeboBaHui.

OnepatopoM MOXeT ObiTb MNPUHATO peELUeHNEe O TMNPUMEHEHMM B  MHMOPMAaLMOHHOW cucTeMe
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COOTBETCTBYIOLLErO Kracca 3alluLeHHOCTU Mep 3almTbl MHgopmauun, obecneyvBaroliMx 3alnTy OT Yrpo3s
6esonacHoOCTW MHpopMauun, peannayembiX HapyLnMTensMm ¢ bonee BbICOKUM NOTEHLMANOM.
(n. 25 B pea. MNpukasa CTOK Poccum o1 15.02.2017 N 27)

26. TexHuyeckne Mepbl 3alUMTbl MHPOPMALMM peannsyloTcs NOCPEACTBOM NPUMEHEHUS CPeAcTB 3alluThl
nHdpOpMaLMmM, B TOM YMCE NPOrpamMMHbIX (MpOrpaMmMHO-annapaTHbIX) CPeacTB, B KOTOPbIX OHU pearnv3oBaHbl,
nmerowmnx Heobxogmmele yHKUMKM Be3sonacHocTu. Mpu aTom:

B I/IHq)OpMaLI,I/IOHHbIX cuctemax 1 knacca 3awmueHHOCTH NPUMEHAIOTCA CpeacTBa 3aLUnUThbI I/IHd)OpMaLI,I/II/I HEe
HWxXe 4 knacca, a Takke cpencTtea BbIYMCNUTENBLHOW TEXHNKM HE HWXKe 5 Knacca;

B VIHCbOpMaU,I/IOHHbIX cuctemax 2 Knacca 3awmueHHOCTH NPUMEHAKTCA CpeacTBa 3allnThbl VIH(*)OpMaLI,VIVI HE
Hwxe 5 knacca, a Takke cpencrtea BblYMCNUTENBHOW TEXHUKM HE HWXKe 5 Knacca,

B MHOPMALMOHHBIX cucTemax 3 Kracca 3alMueHHOCTU NPUMEHSAITCA CpeacTBa 3alunTbl MHopMaunn 6
Knacca, a Takke CpeacTBa BblYUCITUTENBHOM TEXHUKN HE HKe 5 knacca.

B wuWHdopmaumoHHbIX cuctemMax 1 M 2 KNaccoB 3alULIEHHOCTM MPUMEHSIOTCS CpPeAcTBa  3aluThbl
MHopMaumm, npolleane NpoBepKYy He HWkKe 4YeM Mo 4 YPOBHIO KOHTPONSA OTCYTCTBUSI HedeKnapupOBaHHbLIX
BO3MOXHOCTEN.

Knaccbl 3awmtbl onpegensoTcsa B COOTBETCTBUM C HOpPMaTMBHbIMM npasoBbiMu aktamu ®CTIK Poccum,
n3gaHHbIMKU B COOTBETCTBMM € noanyHkToM 13.1 nyHkTa 8 MNonoxeHnst o PegepanbHom cryxbe No TeXHUYECKOMY U
3KCNOPTHOMY KOHTPOMIO, YTBEPXAEHHOro Yka3som [pe3sngeHTta Poccuiickon denepaumm ot 16 asrycta 2004 r. N
1085.

B MHOpMaLMOHHBIX cucTeMax NMPUMEHSAIOTCA CPeAcTBa 3awwmTbl MHOPMauuW, cepTuduUMpoBaHHbIe Ha
cooTBeTCcTBME obsizatenbHbiM TpeboBaHuaMm no 6esonacHocTn nHdopmaumm, yctaHosrneHHsim @CTIK Poccuu,
Unn Ha cooTBeTcTBME TpeboBaHWAM, yka3aHHbIM B TEXHUYECKMX YCnoBusx (3agaHusx no 6esonacHocTw). Npu
3TOM (hyHKLMM BE30NacHOCTU TakUX CPEACTB AOJPKHbI 06ecneynBaTth BbINOMHEHNE HacToAWmMX TpeboBaHmii.

(n. 26 B pega. MNpukasza PCTIK Poccum o1 15.02.2017 N 27)

27. B cnyyae o6paboTku B MHpOPMaLMOHHONM cUCTEME MHpopMaLMn, coaepKallen NnepcoHarnbHble AaHHble,
peanu3yemble B COOTBETCTBUM C MyHKTaMu 21 n 22 HacTosawmx TpeboBaHuin Mepbl 3awuTbl MHOPMaLmK:

ONa  UHopMaumMoHHOM cuctembl 1 knacca 3awumuieHHoctn obecneumBatoT 1, 2, 3 1M 4 ypoBHU
3aLUULLIEHHOCTM NePCoOHarnbHbIX AaHHbIX <1>;

<1> YcTaHaBnvMBaeTCa B COOTBETCTBMM C TpeboBaHMAMM K 3aluMTe MepCOHanbHbIX AaHHbIX MpU KX
00paboTke B WMH(MOPMALMOHHBIX CUCTEMAX MNEPCOHAmNbHbIX [OaHHbIX, YTBEPXOEHHbIMW MOCTaHOBIEHUEM
MpaButenbcrtBa Poccuiickon Peaepaumm ot 1 Hos16ps 2012 1. N 1119.

ANnst MHPOPMALMOHHOW CUCTEMbI 2 Knacca 3almieHHocT obecneyvmBaloT 2, 3 U 4 ypOBHM 3aLLMLLEHHOCTH
NnepcoHarbHbIX OaHHbIX <*>;

AN MHOPMAaLMOHHOW cucTembl 3 Kracca 3aluuiieHHOCTU obecneumBaloT 3 U 4 ypoBHM 3aLLMLLEHHOCTU
NepcoHanbHbIX AaHHbIX <*>;

ab3say uckntoueH. - MNMpukaz PCTOK Poccum ot 15.02.2017 N 27.

28. MNpwn ncnonb3oBaHUM B UHPOPMALIMOHHBLIX CUCTEMAX HOBbIX MHPOPMALMOHHBIX TEXHONOMMIA N BbIABMEHWUM
OONOMHUTENbHBIX Yrpo3 6e30MacHOCTN MHAOPMaLUK, AN KOTOPbIX HE onpefeneHbl Mepbl 3almTbl MHGPOopMaLmK,
OOJDKHBI pa3pabaTbiBaTbCA KOMMEHCUMPYHOLLME MEPbI B COOTBETCTBUM C NMYHKTOM 23 HacToAwmx TpeboBaHui.
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Mpunoxexue N 1

Kk TpeboBaHnaM 0 3aWwmuTe MHOPMaLUK,

He COCTaBNALWEN rOCYAapCTBEHHYIO TalHy,
coAepXallencsi B rocygapCTBEHHbIX
MHOPMAaLIMOHHBIX CUCTEMaX

OMPEJOENEHME KNACCA SAWMWEHHOCTUN MHOOPMALIMOHHOW CUCTEMbI
CnuncoK N3MeHsAILWUX AOKYMEHTOB
(B pea. MNpukasa PCTIK Poceum o1 15.02.2017 N 27)

1. Knacc 3awmuieHHocTn nHopmMaumoHHon cuctembl (nepBbin knace (K1), sTopon knacc (K2), TpeTtuin knacc
(K3)) onpepensietcs B 3aBMCMMOCTM OT YPOBHS 3HaummocTn wuHdopmaummn (Y3), obpabaTbiBaeMon B 9TOW
WHpopMaunoHHON cucTteme, M MacwTtaba MHAOPMALUNOHHOW cucTeMbl (deaepanbHbi, perMoHanbHbIN,
0OBEKTOBbLIN).
(B pea. Npukasza PCTIK Poccum ot 15.02.2017 N 27)

Knacc sawuwieHHoctu (K) = [ypoBeHb 3Ha4MMocTy MHpopMauum; macutad cuctemsl].

2. YpoBeHb 3Ha4YMMOCTM MHpopMauun onpegenseTcs CTeneHblo BO3MOXHOro yuwepba ana obnagatens
nHdopmaumm (3akasyuka) u (Mnu) onepatopa OT HapylleHust KOH(UAEeHUMansHOCTN (HenpaBOMEpHbIE JOCTyM,
KonupoBaHMe, MpefoCTaBfeHne Wnu pacnpocTpaHeHue), LEenOCTHOCTU (HEnpaBOMEPHBLIE YHUUTOXEHWE WIn
MoanMuMpoBaHne) Unm OCTYNHOCTM (HenpaBoMepHoe BroknpoBaHue) nHpopmaunu.

Y3 = [(koHuaeHUnanbHOCTb, cTeneHb yulepba) (LenocTHOCTb, cTeneHb yuiepba) (OOCTYNHOCTb, CTENeHb
yuwlep6a)],

roe creneHb BO3MOXHOMO yulepba onpegensercsa obnagatenem uHgopmauum (3akasymkom) u  (unm)
onepaTopoM CaMOCTOSATENbHO SKCNEPTHBIM UMW UHBIMWM MEeToAaMU U MOXET ObITb:

BbICOKOW, €ecnu B pe3ynbTaTe HapyleHuss OoJHOro M3 CBOWCTB ©e3onacHocTM  MHdopmaumm
(koHMOeHUManbLHOCTK, LEeNOCTHOCTN, OOCTYMHOCTU) BO3MOXHbI CYLLECTBEHHble HeraTvBHble NOCneacTBus B
coumanbHON, MOMUTUYECKON, MEXOYHAPOLHON, SKOHOMUYECKON, (PMHAHCOBOMN UMM MHbIX 0BNAaCcTSAX OeATENbHOCTU U
(vnn) wmHdopmaumoHHas cuctema M (unu) onepatop (obnagatens MHQOPMaUUKM) He MOryT BbINOMHATL
BO3MOXEHHbIE Ha HUX DYHKLMK;

cpegHew, ecnu B pe3ynbTaTe HapylweHuss OJHOro K3 CBOWCTB ©Ge3onmacHocTM  MHdopmauun
(koHbnaeHUManNbLHOCTU, LUENOCTHOCTM, [AOCTYMHOCTM) BO3MOXHbI YMEpPeHHble HeraTuBHble MOocneacTBUS B
coumanbHON, NOMUTUYECKON, MEXOYHAPOLHON, SKOHOMUYECKOW, (PMHAHCOBOM UMM MHbIX 0BNacTAX AeATENbHOCTU U
(vnn) nHdpopmaumoHHas cuctema u (unn) onepatop (obnagatens MHAOPMAaLMK) HE MOTYT BbINOMHATE XOTS Obl
OJHY M3 BO3MOXEHHbIX HA HUX (PYHKLUUNA,

HU3KOW, ecnM B pe3ynbTaTe HapyweHus OfHOro wu3 CBOMCTB 6e3onacHOCTM  MHopmauum
(koHMaeHUMarnbLHOCTN, LENOCTHOCTU, AOCTYNMHOCTU) BO3MOXHbI HE3HauuTernbHble HeraTuBHblE NOCNEACTBUS B
couuanbHOW, NONUTUYECKON, MEXAYHAPOAHON, 3KOHOMWUYECKOW, (PMHAHCOBOW MU MHbIX 06AacTAX AeATEeNbHOCTM U
(vnn) nHpopmaumoHHas cuctema u (unu) onepatop (obnagaTtens MHPOPMALMU) MOTYT BbINOSMHATL BO3NOXEHHbIE
Ha HUX YHKUMM C He[ocTaTodHOM SMAEKTUBHOCTLIO UMW BbINOMHEHWE (YHKLUMA BO3MOXHO TOMbLKO C
npmBneYyeHnemM AOMNOMHUTENbHBIX CUMN U CPEeACTB.

Wudopmauus vmeeT BbICOKMA ypoBeHb 3HadmmocTu (Y3 1), ecnn xota 6bl Ans OOHOMO M3 CBOWCTB
6e3onacHoCcTM MHopMauun (KOHUAEHUNANBHOCTH, LIENOCTHOCTH, OCTYNHOCTM) onpeferieHa BbiCOKas CTeNeHb
yuwepba. MHdopMauus umeeT cpedHuin ypoBeHb 3HauumocTu (Y3 2), ecnu xoTa Obl Ans OQHOrO M3 CBOWCTB
6e3onacHoCTU MHopMauun (KOHPUOEHLMANBHOCTH, LLENOCTHOCTW, AOCTYNHOCTM) onpeaeneHa cpeaHsia CTeneHb
yuwiepba u HET HM OOHOro CBOWCTBA, ANst KOTOPOro onpefeneHa Bbicokasi cteneHb yuiepba. MHdopmauns nmeet
HM3KWIA ypoBeHb 3HaunmocTn (Y3 3), ecnu anst Bcex CBONCTB Be3onacHocT nHdopmaumm (KoHpaeHUNanbHOCTH,
LeJNTOCTHOCTM, JOCTYMHOCTMW) ONpeAeneHbl HU3KMe CTeneHn yulepoa.
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A63au nckntoyeH. - Npukas PCTIK Poccun ot 15.02.2017 N 27.

Mpn obpaboTke B MHGOpMaUUOHHOW cucTtemMe AByX M 6Gonee BuOOB MHGopmauunm (cnyxebHas TaunHa,
HamoroBasi TaHa W WHble YCTaHOBIEHHble 3akoHopaTenbcTBOM Poccuiickon ®egepauun Buabl MHPOPMALIMM
OrPaHMYEHHOrO A0CTYyna) ypoBeHb 3Ha4YMmMocTu uHdopmaumm (¥Y3) onpegensarcs OTAeNbHO ANA KaXaoro Buaa
nHpopmaumn. UToroebii ypoBeHb 3HAYMMOCTU MHGOpMauun, obpabaTbiBaeMon B MHAOPMALMOHHOW CUCTEME,
yCTaHaBMMBaeTCA MO HaMBbICLUMM  3HAYE€HWsIM  CTEMeHUW BO3MOXHOro yulepba, onpegeneHHbiM Ans
KOHUAEHUNANBHOCTN, LLeNOCTHOCTH, AOCTYNHOCTU MHPOpMaLIMK KaXkaoro Buaa nHgopmasmu.

3. MHdopmaumoHHaa cuctema umeet degepanbHbii Maclutab, ecrnv oHa OYHKLMOHUPYET Ha Tepputopum
Poccuiickon ®epepaumm (B npegenax degepanbHoOro okpyra) M MMeeT CermMeHTbl B cybbekTtax Poccuiickon
denepaumu, MyHUUMNaNbHbIX 06pa3oBaHNAX U (MNK) OpraHM3aunsx.

WHdopmauuoHHasa cuctema mMMeeT pervoHarnbHbli MacwTtab, ecnv oHa (PYHKUMOHUPYET Ha TeppuTopuu
cybbekTta Poccuiickon depepaumm n nMeeT cerMmeHTbl B OAHOM MU HECKOMNbKUX MyHULMNANbHbIX 0Bpa3oBaHusx n
(nnn) nogBeaOMCTBEHHbIX Y MHbIX OpraHn3aumnsx.

MHdopmaumoHHas cuctema numeeTt ob6beKToBbIM MaclwiTad, ecnn oHa OYHKUMOHUPYET Ha oObeKTax OAHOro
defepanbHOro opraHa rocyaapCTBEHHOW BriacTW, oOpraHa rocyaapCTBEeHHOW BriacTn cybbekta Poccumnckon
denepaumun, MyHMUMNanbHoro obpasoBaHusa M (MnM) opraHu3aumMm U He UMeeT CErMEHTOB B TeppUTOpUarbHbIX
opraHax, NpeacTaBUTENbCTBaX, hunmanax, NoABe4OMCTBEHHbIX U UHbIX OpraHn3aumsx.

4. Knacc 3awuieHHoCTH MHd)OpMaLLMOHHOVI CUCTEMDI OonpeaendaeTcAa B COOTBETCTBUM C Tabnuuen:

YpoBEHb 3HaYNMOCTH MacwTab nHdpopmMaunoHHON cucTemsl
nHdopmaumm
deneparnbHbIi PervoHanbHbIN O6beKkToBbIN
Y31 K1 K1 K1
y32 K1 K2 K2
Y33 K2 K3 K3

(Tabnuua B peg. MNMpukaza PCTIK Poccun ot 15.02.2017 N 27)

Mpunoxexne N 2

K TpeboBaHuMAM O 3awmTe nHdopmaumm,

He COCTaBMSIIOLLEN rOCY4aPCTBEHHYIO TalHY,
cofepxallencs B rocyaapCTBEHHbIX
MHGOPMALIMOHHBIX CUCTEMAX

COCTAB
MEP 3AWNTbI MHGPOPMALINU N NX BA3OBbLIE HABOPHI
O5A COOTBETCTBYHIOLWEIO KITACCA 3AWMWEHHOCTH
NHOOPMALIMOHHOW CUCTEMBI
CnMcoK N3MEHSILWNX JOKYMEHTOB
(B pea. Mpukaza PCTIK Poccunm ot 15.02.2017 N 27)

YcnosHoe Mepbl 3aLmTbl HOPMaLUN B UHPOPMALIMOHHBLIX CUCTEMAX Knaccebl
o0b603HaveHne 3alMLLEHHOCTH
N Homep MHOPMaLIMOHHON
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mepbl

CUCTEMDI

3

2 1

|. UpeHT

nukaumsa n ayteHTudurkaums cyobektoB goctyna n obbektoB goctyna (MAD)

NAD.1

VaeHTudukaums un  ayTeHTMduKaumss  nonb3oBaTenewn,
ABnsowmxcs paboTHMkammn onepaTtopa

+

NAD.2

VoeHTudukauma wn ayteHTUdUuKaums YCTPOMCTB, B TOM
yucrne cTaumMoHapHbIX, MOBUIbHBIX 1 NOPTATUBHBIX

NA®.3

ynpaBneHme VI,EI,eHTVI(bVIKaTOpaMVI, B TOM 4ucne co3gaHwue,
NPUCBOEHNE, YHNHUTOXEHNE MD,eHTVICbVIKaTopOB

NAD.4

YnpaBneHve cpegcrsamu ayTeHTUdUKaumm, B TOM 4ucrne
XpaHeHue, Bblaya, wHMUManu3aums, bnokumpoBaHne CpeacTs
ayTeHTUdUKaunuM 1 NPUHATUE Mep B Crydae yTpaTtbl U (Mnu)
KoMnpomeTauun CpeacTs ayTeHTudmnkaummn

NA®.5

3awmTta obpaTHOM CBSI3M Npu BBOAE ayTEHTU(UKALMOHHON
MHopmMaumn

NAD.6

UpeHTndukauma n ayteHTudmkauma nonb3oBaTenemn, He
ABMSAOLNXCH paboTHUKamu oneparopa (BHELWHUX
nonb3oBaTenen)

NAD.7

UpeHTndukauma n ayteHTndukauma obbekToB dannosomn
CMCTEMBI, 3anyckaembiX W UCMOMHAEMbIX mMogyrnen, obbekToB
cucTem ynpasneHus 6azamu gaHHbIX, 06bEKTOB, CO34aBaeMbIX
NPUKNagHbIM 1 cneumanbHbIM MporpaMMHbIM OobecneyeHrem,
MHbIX 06BEKTOB JocTyna

. YnpaBneHune gocTynom cybbekToB AocTyna k o6bektam goctyna (YIO)

yng.1

YHpaBneHme (SGBe,CI,eHVIe, akTnBauuA, 6J'IOKVIpOBaHVIe n
yHl/I‘-ITO)KeHI/Ie) Y4E€THbIMN 3anncammn nonb3oBartenen, B TOM
yucne BHELLHMX Nonb3oBaTtenen

+

ynp.2

Peanusaunss HeobXxoaumbIX MeETOOOB (AUCKPELMOHHbIN,
MaHOATHbIA, POMEBON WU WHOW MeToA), TUMNOB (YTeHwue,
3anucb, BbINOMIHEHWE MM MHOW TWUM) U NpaBuUn pasrpaHuyeHns
goctyna

yng.3

YnpasneHve (punbTpauuns, MaplupyTusaums, KOHTPOSb
COeOWHEHUn, OfHOHanpaBneHHas nepegada M MHble Cnocobbl
ynpasneHuns) NHOPMaLIMOHHbLIMU noTokamu Mexay
yCTpoMCTBaMn, cerMeHTamm WHAOPMAaLUOHHON CUCTEMBI, a
Takke mexay MHPopMaLMOHHBIMU cucTeMamMu

yng.4

PaspeneHne  nonHomouun  (ponen)  nonb3oBaTenew,
agMUHUCTPaTOPOB " nmu, obecne4nBatroLLmX
PYHKUMOHUPOBaHNE NHPOPMALMOHHON CUCTEMBI

yna.s

HasHauyeHne  MUHMMAnNbHO  HeoBGXoaMMbIX  MmpaB  ”
NnpuBUMErMii nonb3oBaTensM, agMUHUACTpaTopaM MW nuvuam,
obecneumBaoLlMM  PYHKUMOHMPOBaHWE  WHAOPMAaLMOHHOM
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CUCTEMDI

yna.e

OrpaHu4yeHue HeycneLHbIX MOMbITOK Bxoda B
WH(POPMAaLMOHHYKD cucTeMy (goctyna K WMHGOPMALMOHHOM
cucTeme)

yng.7

MpeoynpexgeHne nonb3oBaTena npu ero Bxode B
WH(POPMALIMOHHYKD CUCTEMY O TOM, YTO B WMHGOPMALMOHHOW
cUCcTeMe peanu3oBaHbl Mepbl 3aluTbl MHOpMaUUK, U O
HeobxooMMOoCTH cobnaeHNss UM YCTaHOBIIEHHbBIX ONepaTopoMm
npasun 06paboTkn nHdopmaLmu

yng.s

OnoBelleHne nonb3oBaTens nocre YCnewHoro Bxoga B
MHAOPMALIMOHHYIO CUCTEMY O €ro npeabigylwemM BXOAe B
NHOPMALIMOHHYIO CUCTEMY

yng.o

OrpaHun4yeHne 4ynucna napannenbHbIX CeaHCcoB AocTyna Ans
Kagon ydeTHOW 3anucy nonb3oBatend WHOPMaLMOHHON
CUCTEMBI

yrpa.10

bnoknpoBaHne ceaHca pgoctyna B UH(OPMaLMOHHYHO
CUCTEMY MOCne YCTaHOBMEHHONO BpeMeHu 0Oe3aencTBus
(HeakTMBHOCTM) NoOMb30BaTENs NN NO ero 3anpocy

yrg.11

PaspelueHue (3anper) aencreum nonb3oBaTtenen,
paspeLUeHHbIX A0 naeHTUdKaUmMmn 1 aytTeHTudmkaumm

yrnp.12

Mopnepxkka n coxpaHeHne atpmbyToB 6e3onacHoCcTn (METOK
6e30MnacHOCTM), CBA3aHHbIX C MHpopMauueln B mnpouecce ee
XpaHeHus1 n 06paboTku

yrna.13

Peanusauusa 3alueHHoro yaaneHHoro 4octyna cyobekTos
joctyna kK obbektaMm  JocTyna  4vepe3  BHeLIHWe
MHPOPMALIMOHHO-TENEKOMMYHMKALMOHHbIE CETH

yra.14

PernameHTaumMss M KOHTPONb  WCMOMb30BaHUs B
MHOPMALIMOHHON  cUcTeMe  TexHonorui  6ecnpoBogHOro
fjoctyna

yra.1s

PernameHTaums n KOHTPOJ1b MCNoJ1ib30BaHUA B
VIHCbOpMaLJ,MOHHOﬁ cucteme MOBUIMbHBIX TEXHUYECKUX cpencTe

yna.16

YnpaBsneHve B3anMmogencTtBnem C  WMHGOPMaLMOHHbLIMU
cucTemamu CTOPOHHUX opraHusauum (BHELWHME
NMHOPMALIMOHHBIE CUCTEMbI)

ynp.a7z

Ob6ecneyeHune [0BepeHHo 3arpysku cpeacTs
BbIYUCTTUTEIBHON TEXHUK

Ill. OrpaHnyeHmne nporpammHon cpegbl (OINC)

orc.1

YnpaBneHve 3anyckoM (oGpalleHnsiMM)  KOMMOHEHTOB
nporpaMmHoro obecnedeHusi, B TOM YUCME OnNpeaeneHue
3anyckaemMbiX KOMMOHEHTOB, HAacTpoOMKa MapamMeTpoB 3anycka
KOMMOHEHTOB,  KOHTPONb 3@  3anMyCKkOM  KOMMOHEHTOB
nporpaMMHoOro obecneyeHust
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onc.2

YnpaBneHve YyCTaHOBKOW (MHCTannsiumen) KOMMOHEHTOB
nporpamMmHoro obecnedyeHus, B TOM YuCMe OnNpeaeneHue
KOMMOHEHTOB, nognexatumx yCTaHOBKe, HacTpowka
napamMeTpoB  YCTAHOBKW  KOMMOHEHTOB,  KOHTpPONb  3a
YCTaHOBKOW KOMMOHEHTOB NporpamMmmMHoro obecnevyeHus

onc.3

YcraHoBKa  (MHCTannsauusl) TONbKO — paspelleHHoro K
MCMOMb30BaHUIO MPOrpaMMHOro oGecneyeHns u (unu) ero
KOMMOHEHTOB

oric.4

YnpaBneHvue BpeMeHHbIMU hainamm, B TOM 4ucne 3anper,
paspeLueHue, nepeHanpasneHne 3anucw, yaaneHue
BpeEMEHHbIX hannos

IV. 3awmTa MalnHHbIX HocuTenen nigopmauum (3HN)

3HN.1

Y4yeT MalLMHHbLIX HOCUTenen nHpopmarmm

3HWN.2

YnpaBneHve  OOCTYNOM K  MaWWHHBIM  HOCUTENSAM
nHdopmaumm

3HW.3

KoHTpornb nepemeLleHus MaLLWHHbIX HocuTenen
MHcbopMaumK 3a Npeaerbl KOHTPONMPYEMOW 30Hb!

3HN.4

UckntoyeHune BO3MOXXHOCTU HEeCaHKLNOHMPOBAHHOIO
03HAKOMIIEHVS C coAepXaHneM MHgopMauun, XpaHaLWwencs Ha
MaLUWHHBIX HOCcuTensX, M (UnNu) MCNONb3OBaHWS HOCUTenen
NHGOPMALIMM B MHBIX MHAPOPMALMOHHBLIX CUCTEMAX

3HWN.5

KoHTponb uncnonb3oBaHusa uHTepdpencos BeBoga (BblBOAA)
NMHOPMAaLIMM Ha MALUMHHbIE HOCUTENW MHPoPpMaLUn

3HWN.6

KoHTponb BBOAa (BblBOAA) MH@OPMaUUW Ha MalUUHHbIE
HocuTenun nHdopmaumm

3HN.7

KoHTponb noAaKNt4YeHns MaLUMNHHbIX HocuTenen
MHpopmauum

3HN.8

YHu4TOXEHME (CTUpaHue) wHdopMaLMM Ha MalUWHHbIX
HoCUTENSAX NpW UX nepedade Mexay nonb3oBaTensmu, B
CTOPOHHWE OpraHuM3auuM Ans pemMoHTa Wnu yTunusauuun, a
TakKe KOHTPOSb YHNYTOXEHUS (CTUpaHus)

V. Peructpaums cobbituin 6esonacHoctun (PCB)

PCB.1

OnpepeneHne cobbitum  Ge3onacHoOCTK,  noanexalumx
permncrTpauunmn, 1 CpokoB UX XpaHeHUA

PCB.2

Onpep,eneHme COCTaBa W coaepXxaHud VIH(bOpMaLI,MM o
cobbITUsAX Ge3onacHOCTH, Noanexalmx perncrtpaunn

PCB.3

C6op, 3anuMcb W XpaHeHue wuHdopmMaunm O COoBbITMAX
6e30MacHOCTM B TEYEHUE YCTAHOBMNEHHOIO BPEMEHU XPaHEHUS

PCB.4

PearvpoBaHve Ha cGou npu peructpauum cobbiTui
Ge3onacHoCcTM, B TOM 4ucrie anmnapaTtHble W MporpammHble
owmnbkn, cbom B MexaHMaMax cbopa MHdopmauunm U
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OOCTWXEeHune npeagena unn nepenosfiHeHnA obbema (eMKOCTVI)
namM4aTn

PCB.5

MOHUTOPUHT (MPOCMOTP, aHanu3) pe3ynbLTaTtoB perncTpauum
cob6bITMIN 6e30NacHOCTM U pearnpoBaHne Ha HUX

PCB.6

"eHepypoBaHue BPEMEHHbIX METOK U (MMK) CUHXPOHU3aLMA
CUCTEMHOr0 BpeMeHU B MHPOPMALMOHHOW cucteme

PCB.7

3awmTa nHpopmaumm o cobbiTusix GesonacHocTn

PCB.8

ObecneyeHne BO3MOXHOCTM MpOCMOTpPa W  aHanusa
MHopMauum O [OEWNCTBUAX OTAENbHbIX MOoNnb3oBaTenen B
WH(POPMaLIMOHHON cucTeme

VI. AHTMBMpYCcHas 3awmTa (AB3)

AB3.1

Peanusauns aHTMBMPYCHOM 3almThbl

AB3.2

O6HoBneHne 6asbl [OaHHbIX MPU3HAKOB BPEAOHOCHBIX
KOMMbIOTEPHbLIX MporpamMm (BUpYcoB)

VII. O6HapyxeHune sBTopxeHun (COB)

COB.1

O6HapyxeHne BTOPXXEHWIN

COB.2

O6HoBneHne 6a3bl peluaroLLmx NpaBun

VIII. KoHTponb (aHanua) 3awwmieHHocT! nigopmaumm (AH3)

AHS.1

BbisBrneHne, aHanus  ya3BMMOCTEN  MHGOPMALMOHHOM
CUCTEMbI W OMNEepaTMBHOE YCTPaHEHWE BHOBb BbISIBIIEHHbIX
YA3BUMOCTEN

AH3.2

KoHTponb YCTaHOBKM 0BHOBEHNI nporpaMmHoro
obecneveHus, BKIOYas obHoBneHne nporpamMmHoro
obecneyeHns cpeacTs 3awmTbl MHoOpMaLum

AH3.3

KoHTponb paGoTocnocoGHOCTH, napameTpoB HaCTPOWKUA U
NpaBuUnbHOCTU hYHKLMOHMpPOBaHWSA nporpaMMHoOro
obecneyeHnsi U CpeacTB 3alnTbl MHpopMaLmm

AH3.4

KoHTponb cocTaBa TEXHUYECKMX CPEeACTB, MPOrpamMMHOro
obecneyeHunsi U cpeacTB 3aLmTbl MHOpMaLn

AH3.5

KoHTponb npasun reHepauMmM W CMeHbl  naponew
nons3oBartenen, 3aBefdeHUs W yAaneHus Yy4yeTHbIX 3anncewn
nons3oBarenem, peanusauMM  npasBun  pasrpaHUyeHus
OOCTYNoM, MONHOMOYMI nonb3oBaTenen B MH(OPMaLNOHHOMN
cucteme

IX. ObecneveHne LenocTHOCTU MHPOPMaLMOHHOW cucTeMbl U nHdopmaumm (OLLT)

oun.1

KoHTponb  UEenocTHoCTM nporpammHoro  obecneveHus,
BKIIOYAA nporpamMHoe obecneyeHve CpeacTB  3awuThbl
MHopmMaumn

+
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oun.2

KoHTponb LenocTHOCTU WHdopMauuKn, coaepkallencs B
6a3ax gaHHbIX MHPOPMALIMOHHOW CUCTEMBI

ouf1.3

Ob6ecneyeHune BO3MO>HOCTHU BOCCTaHOBIEHUS
nporpaMmmHoro obecneyeHus, BKMNtoYas nporpamMmmHoe
obecneyeHne cpeacTs 3aLuUThl nHdopmaLuK, npu
BO3HWKHOBEHWM HELLTaTHbIX CUTyaLui

oun.4

O6HapyxeHve © pearMpoBaHue Ha MOCTyMNNeHne B
NMH(OPMALIMOHHYIO CUCTEMY He3arnpalluMBaeMbIX 3MEKTPOHHbIX
coobueHnn (Nucem, OOKYMEHTOB) M WHOW WHopmauun, He
OTHOCAWMXCA K (PYHKUMOHMPOBAHUIO  UHOPMAaLMOHHON
cucTeMmsbl (3alumTa oT cnama)

oufl5

KoHTponb cogepxaHua uHgopmauun, nepegaBaemMon u3
NHOPMALIMOHHOW CUCTEMBI (KOHTEMHEPHbIA, OCHOBAaHHbIA Ha
cBoncTBax obObekTa AOCTyMNa, M KOHTEHTHbIN, OCHOBAHHbLIN Ha
noucke  3anpelleHHon K nepegade  MHGopmauum C
MCMONb30BaHWEM CUTHaTyp, MacoK W WHbIX METOAOB), W
WCKMIOYeHMe HenpaBOMEpHOW nepegayn uHdopmauun u3
MHOPMAaLIMOHHON CUCTEMbI

oLn.6

OrpaHundeHune npas nonb3oBaTenen no Beody MHopMaLmm
B MH(POPMALMOHHYIO cUCTEMY

oun.7

KOHTpONb TOYHOCTU, MOMHOTBI M MPaBUIMBHOCTU OaHHbIX,
BBOAMMbIX B MHDOPMALMOHHYIO CUCTEMY

oLn.8

KoHTponb owmnbo4YHbIX ENCTBUA NONb3oBaTenen nNo BBOAY
n (vnn) nepegade uWHoOpmMauuy U nNpegynpexaeHve
nonb3oBaTtenen 06 oLWNBOYHbIX AENCTBUSX

X. ObecneueHne goctynHocty uHcdopmaumm (OOT)

oAaTA

Mcnonb3oBaHune OTKa30yCTOIZ'~II/IBbIX TeXHN4YeCKnx cpencts

oarT.2

PesepBupoBaHue TEXHUYECKUX CpeacTs, MPOrpaMMHOro
obecneyeHns, kaHanos nepepadu uWHdopmauun, CpeacTs
obecneyeHns pyHKUNOHMPOBaHNS MHOPMALMOHHOW CUCTEMBI

oArT.3

KOHTpOJ'Ib 6e30TKa3Horo (byHKLJ,MOHVIpOBaHVIFI TEXHUYECKUNX
CcpeacTs, 06Hapy>|<eH|/|e n NoKanunsauunsa OTKa30B
CbYHKLI,I/IOHVIpOBaHVIFI, NMpuUHATNE MeEep No BOCCTAHOBJIEHUIO
OTKa3aBLUUX CpencTB U UX TeCTupoBaHne

OoAT.4

Mepuoanyeckoe pesepBHOE KOMMpPOBaHWE MHGOpMaLUK Ha
pe3epBHble MalUUHHbIE HOCUTENN MHDOPMaLIK

oAT.5

ObecneyeHne BO3MOXHOCTU BOCCTAaHOBMEHMS! MHCpopMaLImm
C Pe3epBHbIX MaLLUHHBLIX HOocUTenen MHopMauun (pesepBHbIX
KOMWiA) B TEYEHNE YCTaHOBMEHHOIO BPEMEHHOIO MHTepBarna

oAT.6

Knactepusauusa MHOPMALMOHHOW CUCTEMbI U (Mnn) ee
CErMeHTOB

oarT.7

KOHTpOJ'Ib COCTOAHUA n Ka4yecTBa npeaocrtaBiieHnA
YNOJTHOMOYEHHbIM LOoM BbIHYUCTTUTETTbHbIX pecypcos
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(MowHoCTe), B TOM YMcre no nepegaye UHgopMaumm

Xl. 3awwta cpeabl Buptyanusauun (3CB)

3CB.1

NoeHTndmrkaumsa n ayTeHTuduKkaums cybbekToB goctyna v
00BEKTOB JOCTyna B BUPTYasibHOM WMHPaAcTpyKType, B TOM
yncne aAMVUHUCTPaTOPOB ynpasneHus cpeacTsamu
BMpTyanusauum

3CB.2

YnpaBneHve [OOCTynoM cyGbekToB AocTyna K oObekTam
JocTyna B BUPTYaribHOW MH(PACTPYKType, B TOM YMCIE BHYTPU
BMPTYasbHbIX MaLlWH

3CB.3

Peructpaums cobbiTun  6e3onacHOCTM B BUPTyanbHOW
WH(ppacTpykType

3CB.4

YnpaBnexnve (punbTpauus, MapLipyTu3aums, KOHTPOIb
COeOWHEHUs, OJHOHanpaBneHHas nepegada) MoToKamu
nHdopmaumm Mexay KOMMOHeHTamu BMPTyanbHON
WH(PaCTPyKTypbl, a Takke N0 NepumeTpy BUPTyanbHOW

NHMPACTPYKTYPbI

3CB.5

[loBepeHHass  3arpyska  CepBepoB  BUpTyanusauumu,
BMPTYarnbHOM MallMHbl (KOHTEWHepa), CepBEpPOB YnpaBfieHus
BUpTYyanu3aauuei

3CB.6

YnpaBneHve  nepemelieHMeM  BUPTyanbHbIX  MalUWH
(koHTenHepoB) 1 06pabaTbiBaeMbIX HA HUX OAHHbIX

3CB.7

KoHTponb LenoCcTHOCTU BUPTyanbHOW WHMPACTPYKTYPbl Y
ee KOH(urypaumm

3CB.8

PesepBHoe  KOMMpOBaHWE  [aHHbIX, pPe3epBUMpOBaHUE
TEXHUYECKNX CpeAcTs, nporpaMmHoro obecneyeHusi
BUPTYyanbHOW WHMPACTPYKTYpbl, a Takke KaHanoB CBS3U
BHYTPY BMPTYarbHON MHAPACTPYKTYpbI

3CB.9

Peanusaums »n ynpasneHne aHTUBMPYCHOM 3aluTon B
BUPTYyarnbHOW MHpacTpykType

3CB.10

Pa3bueHne BupTyanbHOM WHPACTPYKTYpbl HAa CErMeHTbI
(cermeHTVpoBaHME  BUPTYyanbHOM  MHpPaCTPYKTypbl)  Ons
006paboTkn MHopMauun OTAerNbHbIM MOMb3oBaTeneMm u (Mnm)
rpynnou nons3osaTenemn

XII. 3awmTta TexHuyecknx cpencts (3TC)

3TC.1

3awmTta uHGopmauun, obpabaTbiBaeMON TEXHUYECKUMMU
CpeAcTBaMu, OT €€ YTEUKM N0 TEXHNYECKUM KaHanam

3TC.2

OpraHu3aums KOHTPONMpPyeMoK 30HbI, B Npegenax KoTopon
MOCTOSIHHO  pa3MeLlalTcs  CTauuoHapHble  TeXHU4YecKkue
cpeactsa, obpabatbiBalowme uMHopmauuo, W cpecTea
3awmTbl uHdoOpmauuMu, a Takke cpeacTBa obecneyeHus
OYHKLMOHUPOBaHNS

3TC.3

KOHTpOJ'Ib n ynpasneHue (bM3I/I‘-IeCKVIM OOoCTynomMm K
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TEXHUYECKMM CcpeacTBaM, CpeAcTBaM 3awmTtbl MHGOpPMaLMK,
cpeactBaM obecneyvyeHuss (PyHKUMOHMPOBAHMS, a Takke B
MOMELLEHUS U COOPYXKEHUS, B KOTOPbIX OHW YCTaHOBIIEHBbI,
UCKNIoYaoLLme HeCaHKUNOHUPOBAHHbIA (PU3NYECKUA JOCTYN K
cpegctBaMm 06paboTkM MHopmauMKn, CpeacTBaMm  3aluuTbl
WHpopmaumm 1 cpeacteam obecneyeHns PYHKLNOHUPOBAHUSA
WH(POPMALIMOHHON CUCTEMbI U MOMELLEHUS N COOPYXEHUs, B
KOTOPbIX OHWN YCTAHOBMEHbI

3TC.4 PaswmelueHne YCTPOWNCTB BbIBOAA (oTobOpaxeHus) | + + +
nHdopMaumm,  UCKNovallwee ee  HeCaHKUMOHUPOBAaHHbIN
NpoCMOTp

3TC.5 3awmta OT BHEWHMX BO3gencTBui  (BO3OENCTBUIA +

OKpyKatlolleln cpenbl, HecTabunbHOCTM 3neKTpocHabxeHus,
KOHAVLIMOHMPOBAHUSI U UHBIX BHELLHMX (DaKTOPOB)

XIll. 3awmTa nHHOpMaLMOHHON CUCTEMBI, €e CPEACTB, CUCTEM CBA3W U nepepaym gaHHbix (3UC)

3NCA1 PasgeneHne B umHOpMaLMOHHOM cucTteMe YHKUUIR Mo + +
ynpaBfeHuto (aaMUHMCTPYpPOBaHMIO) NMHOPMaLMOHHON
CMCTEMOW, yMpaBreHuio (agMUHUCTPUPOBAHUIO) CUCTEMOWN
3awWmTbl UHopmaumm, dyHKUMIA No obpaboTke MHOpMauun n
WHBIX PYHKLUA MHPOPMAaLMOHHON CUCTEMBI

31C.2 MpepoTBpalleHne 3a4epKKv U NpepbiBaHWS BbINONHEHWS!
MPOLIECCOB C BbICOKUM MPUOPUTETOM CO CTOPOHbI NMPOLIECCOB C
HW3KUM NPUOPUTETOM

3NC.3 ObecneyeHve 3awuTbl wuHdOPMaUMM OT  packpblTus, | + + +
mMoamndmKaumMm 1 HaBsa3biBaHMSA (BBOAA NOXHOW MHOpMaLMK)
npu ee nepegaye (NOAroToBKe K Nepegave) No kaHanam CBA3W,
MMeIOLLMM BbIXOA 3a Mpeaernbl KOHTPONMPYeMOW 30Hbl, B TOM
yncne 6ecnpoBOAHbIM KaHanam CBs3n

3ncC.4 ObecnevyeHve [oBepeHHbIX KaHana, Maplpyta mexay
agMUHMCTpaATOpOM, MOMnb3oBaTenemM W cpeactBaMu 3aluThbl
nHpopmaumm (PyHKUMAMM Be30NacHOCTU CPEeACTB  3aliuTbl
nHdopmaumm)

31nC.5 3anpeT HecaHKUMOHUPOBAHHOW yOaneHHOW akTtuBauuun| + + +
B/eokamep, MUKPOOHOB U UHLIX NepUPEPUNHBIX YCTPONCTB,
KOTOpble MOryT aKTMBMPOBATLCHA YyOaneHHO, W OnoBelleHne
nonb3oBartenen o6 akTuBauum Takmx yCTPONCTB

31C.6 Mepenava " KOHTPOMb  LENOCTHOCTUM  aTpubyToB
6esonacHocTn  (MeTok  6e30nacHOCTM),  CBSA3@HHbIX  C
WHcopmauneir, npu obOmeHe wuHDOpPMaUMEAn C  UHBIMU
NMHOPMALIMOHHBIMK CUCTEMAMM

3ncC.7 KoHTponb CaHKLUOHNPOBAHHOIO " UCKITIoYeHne + +
HeCaHKLMOHNPOBaHHOIO MCMNonb30BaHns TEXHOMNormn
MOOMMBHOrO KOga, B TOM 4MCRe perucTpaumsi CobbITUN,
CBSI3aHHbIX C MCMOMb30BaHWEM TEXHOMOrMMn MobuneHOro Koaa,
X aHanu3 1 pearnpoBaHWe Ha HapylleHusl, CBSA3aHHble C
NCMonb3oBaHMEM TEXHOMOMMI MOBUMNBHOrO Koaa
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31C.8

KoHTponb CaHKLUVOHUPOBAHHOIO " WCKIoYeHNe
HECaHKLUMOHMPOBAHHOIO UCMONb30BaHUS TEXHOMOMMI Nepeaaydn
peun, B TOM 4MCNEe perncrpaumsi coObiTUA, CBSI3AHHbLIX C
NCMOMb30BaHMEM TEXHOMNOMNM nepedayvn peudn, Mx aHanms u
pearMpoBaHMe Ha HapyLUeHWsi, CBSA3aHHbIE C MCMONb30BaHNEM
TEXHONOrmMm nepegaym peyn

31C.9

KoHTponb CaHKLMOHUPOBAHHOMN n UCKIoYeHne
HeCaHKLMOHUPOBAHHON Mepedayn BuaeouHgopMauun, B TOM
yncne peructpauus CcoObITWA, CBSI3aHHBIX C Mepegadven
BMaeovHpOpMaLM, WX aHanuM3 UM pearMpoBaHue Ha
HapyLLeHusl, CBA3aHHbIE C Nepeaayen BnmaeomHpopmasmm

31C.10

ﬂop,TBepxgqume nponcxoxaeHna NCTo4YHuKa VIHQ)OpMaU,VIVI,
I'IOJ'Iy‘-IaeM017I B npouecce onpepnerneHna ceTeBblX agpecoB no
ceteBbiM MMEHaM W onpegeneHna  ceTeBbiXx WMEH 1No
ceTeBbiM agpecam

31C.11

ObecneyeHre NOANNHHOCTU CETEBbLIX COEAMHEHWI (CEaHCOB
B3aMMOAEWCTBMS), B TOM 4ucne Ans 3awuTbl OT MOOMEHbI
CeTeBbIX YCTPOWCTB U CEPBUCOB

3nC.12

WcknioyeHne BO3MOXHOCTM  OTpUL@HMSA  Nonb3oBaTenem
hakTa oTnpaBku UHMOPMaLUM ApYromy nosnb3osBaTento

31C.13

WckntoyeHne BO3MOXHOCTM OTpULAHUA  MoNb3oBaTenemM
(hakTa nonyyeHuss HopMaLMmn oT APYroro nonb3oBaTens

31C.14

Mcnonb3oBaHne yCTpOMCTB TEePMWMHAaNbHOro Aoctyna Aans
06paboTkn nHdopmaumm

31C.15

3awmTa apxmBHbIX (alnoB, MNapamMeTpoB HACTPOMKMU
cpeacTB 3alWnTbl MHOPMaLMM U NporpamMmmHoro obecneyeHus
W WMHBbIX AaHHbIX, HE MOoAnexXaliMx M3MEHEHMI B MpoLecce
06paboTkn nHopmavmm

31C.16

BbisiBneHue, aHanus u GrnokupoBaHue B MHDOPMALMOHHOW
CUCTEME CKpbITbIX KaHanoB nepefayn vHcopmMaumn B obxon
peanu3oBaHHbIX Mep 3alWuTbl WHOPMaUWUM UNU  BHYTPU
pa3peLleHHbIX CETEBbIX NMPOTOKOOB

3nC.17

PasbueHne WHPOPMALMOHHON CUCTEMbI Ha CErMeHTbl
(cermeHTMpOBaHMe WHOPMaLIMOHHON cUcTeEMbI) "
obecneyeHne 3aWunTbl nepuMeTpoB CEerMeHTOoB
MHOPMAaLIMOHHON CUCTEMbI

31C.18

ObecneyeHne 3arpy3kM W WCMOMHEHWS MPOrPaMMHOro
obecneyeHnss C  MaWWHHBIX  HOcUTenen  mMHdopMaLmK,
OOCTYMNHbIX TOMbKO AN YTEHUS, M KOHTPOSb LENOCTHOCTU
JaHHOro NPorpaMmMHoro obecneyeHuns

31C.19

M3onauma  npoueccoB  (BbIMNOMHEHME  nporpamm) B
BblOeNIeHHON 0bnacT NnamsTu

31C.20

3awmTta 6ecnpoBOAHbIX COEOUHEHUN, TMPUMEHSIEMbIX B
MHOPMAaLIMOHHON cucTeme
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3nC.21 McknioyeHne pgoctyna nonb3oBatend K UHdopmMauuu, +
BO3HUKLLEN B pesynbTarte JencTBumn npegblayLero
nonb3oBaTtens 4epe3 peecTpbl, ONepaTMBHYKD MNaMsThb,
BHELUHME 3anoMuHalowme YCTPOUCTBa WU WHble obwme ang
nonb3oBartenen pecypcbl NHPOPMALIMOHHON CUCTEMBI

3nC.22 3awuTa NMHpopMaLMOHHON CUCTEMBI oT yrpos + +
6e30nacHOCTM MHOpPMaLMKU, HaMpaBfiEHHbIX Ha OTkas B
obcnyxnBaHUN MHPOPMALIMOHHO CUCTEMbI

3nC.23 3awmuta nepumeTpa (PUNYECKMX U (UNKN)  FOMUYECKUX + +
rpaHuLl) MHPOPMALIMOHHOM CUCTEMBI NMPU ee B3auMOAENCTBUM C
NHbIMIA WMHpOPMaLMOHHbLIMM cucTtemamm "
NMHOPMAaLIMOHHO-TENEKOMMYHUKALIMOHHBIMUN CETAMM

3nC.24 lMpekpalleHve ceTeBbIX COEOUHEHWUA MO WX 3aBepLUEeHUn + +
UM NO WCTEYEHUW 3aJaHHOrO OnepaTopoM BPEMEHHOrO
WHTEepBara HeakTMBHOCTUN CETEBOIO COeAMHEHUS

31C.25 Mcnonb3oBaHne B WH(POPMALMOHHON CUCTEME WM ee
CerMeHTax pasfnmnyHbIX TUNOB 0BLLLECMCTEMHOrO, NPUKagHOro U
crneumanbHOro  nporpammHoro  obecnevyeHunss  (cosgaHue
reTeporeHHou cpeapl)

3U1C.26 Mcnonb3oBaHue NPUKNagHoro " crneyuanbHoro
nporpaMmHoro  obecnedeHus, UMEIOLLINX  BO3MOXHOCTb
(PYHKLUMOHMPOBAHNS B Cpedax pPasfuyHbiX OnepaLyOoHHbIX
cuctem

3nC.27 CospgaHne (amynaums) NOXHbIX MH(POPMALMOHHBIX CUCTEM
NN X KOMMOHEHTOB, NpPeAHa3HayYeHHbIX AN OBHapyXeHus,
perucTpauMm U aHanusa OencTBUWA HapyluuTenen B npouecce
peanusauum yrpo3 6esonacHocT1 nHpopmaLum

31nC.28 BocnpoussegeHne nOXHbIX W (UNKU) CKPbITUE WCTUHHBIX
OTAEnNbHbIX  MHAOPMALMOHHBIX  TexHornormi  u  (unwu)
CTPYKTYPHO-OYHKLMOHATMbHbIX XapaKkTepucTuK
NHPOpPMaLIMOHHON cucTeMbl unm ee CEerMeHTOB,

obecneunBarollee HaBsA3blBaHME  HaApYyLUUTENO  FIOXHOro
npeacTaBneHnsa 06 UCTUHHBIX UHOPMALIMOHHBIX TEXHOMOMMSIX
n  (MnNn)  CTPYKTYPHO-DYHKLMOHAMbHBIX  XapakTepuUcTMKax
MHOPMAaLIMOHHON CUCTEMbI

3nC.29 lMepeBon WHMOPMALMOHHOW CUCTEMbI WUNN €e YCTPOWCTB
(koMNOHEHTOB) B 3apaHee onpefeneHHyl KoHdurypaumio,
obecneuuBatowlyo  3awuty  uHdopmaumM, B Chy4ae
BO3HWKHOBEHMM OTka3oB (cboeB) B cuUCTEMe  3aliuTbl
MHdopMaunmn NHPOPMaLMOHHON CUCTEMbI

31nC.30 3awmTa MOBUNBHBIX TEXHUYECKUX CPEACTB, NPUMEHSEMbIX B |  + + +
NMHPOpPMaLIMOHHON cuctTeme

"+" - mepa 3awuTbl MHPOPMauMM BKNOYeHa B 0a3oBbii Habop Mep ANS COOTBETCTBYHOLIEro Knacca
3aMLLLEHHOCTU UHAOPMALIMOHHOW CUCTEMBI.

Mepbl 3awuTbl MHOpPMauMu, He obBO3HaYeHHble 3HakoM "+", MpuUMeHsilTca npu aganTaumm 6asoBoro
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"O6 yTBepxxaeHun TpeboBaHui 0 3aLimTe MHpopMaLMK, HE COCTaBNSIHO. .

Habopa mep u yTodHeHUM aganTupoBaHHoOro 6asoBoro Habopa mMep, a Takke Npu pas3paboTKe KOMMEHCUPYIOLLMX
Mep 3aLumTbl MHpopMaLM B MHAOPMALIMOHHOW CUCTEME COOTBETCTBYIOLLLEIO Knacca 3alUuLLEeHHOCTH.
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